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OCHOBHBIE TEPMHUHBI 1 OITPEJIEJIEHUA

AYTEHTUDPUKAIIUSA - npoBepka NpHUHAIIEKHOCTH CYOBEKTY J0OCTyma
MPEeAbABICHHOIO UM UJEHTU(UKATOPA; TOATBEPKACHUE MOJTUHHOCTH.
AIMUHUCTPATOP 3AIIUTBI - cyOwvekT nocTyma, OTBETCTBEHHBIN 3a
3alUTy aBTOMATHU3UPOBAHHOM CHCTEMbl OT HECAaHKUMOHUPOBAHHOIO JOCTyHa K
uH(popMauu

BE3OITACHOCTDb NH®OPMAIINU -COCTOSIHUE 3alIUIIEHHOCTH
uHpopmaiy, o0pabaThiBAEMOW CpEICTBAMH BBIYMCIUTEIBHON TEXHUKUA WIH
aBTOMAaTU3WPOBAHHOM CUCTEMBI, OT BHYTPEHHUX UM BHEITHUX YIPO3.
BCIIOMOT'ATEJIBHBIE TEXHUYECKHUE CPEJICTBA U CUCTEMBbI -
TEXHUYECKUE CpEJICTBA M CHCTEMbl, HE IMpeJAHa3HAYeHHbIe g Mepeaay,
00paboOTKM M XpaHeHUs KOHUIEHUUATbHOW HHPOpMALMK, pa3MellaeMble
COBMECTHO C OCHOBHBIMH TEXHUYECKUMHU CpEACTBAMHU W CHUCTEMaMH WM B
3aIMIIAEMbIX TOMEIICHUX

JOCTYII K HTHOOPMALUMH - oznakomiieHue ¢ uHpopmaiiueil, ee oopadborka,
B YaCTHOCTH, KONTUPOBAHKE, MOIU(DUKAIUS WIH YHUUTOXKEHUE UH(DOPMAITIH.
SAIIUTA UTH®OPMAIINUA (3N) - 1eSTE€NBHOCTD M0 NPEAOTBPALIEHUIO YTEUKU
3amum@aeMoil  MHGoOpMaluKu, HECAHKIMOHUPOBAHHBIX W  HENpeIHaAMEPEHHBIX
BO3JICUCTBUI HAa HH(POPMAITHIO.

JALIUTA OT HECAHKOMOHHUPOBAHHOTO JOCTYHDA - -
JeSTENbHOCTh, HAMpaBlieHHAs Ha TMpeJOTBpAlICHUE TMONyYeHUuss HHPOpMaIUH
3aMHTEPECOBAHHBIM CyOBEKTOM (MJIM BO3ACHCTBUS Ha HMHGPOPMAILMIO) C
HapyILIEHUEM YCTAaHOBJIEHHBIX MPaB WM MPaBUJl.

SAIIMINAEMAS UH®OPMALMUSA - uadopmanius, SBIASIOMAACS MTPEAMETOM
COOCTBEHHOCTH U TOJJIeXalias 3aluTe B COOTBETCTBUU C TpeOOBAHUAMHU
IIPABOBBIX JOKYMEHTOB WJIM TPeOOBAaHUSMH, YCTAHABIMBAEMBbIMU COOCTBEHHUKOM
uHdOpMaIHH.

SAIINIINAEMBIE INOMEIIEHUA - MOMEILICHUS, CIEHHUAJIbHO
NpelHa3HA4YeHHbIE  JJI1  TPOBENCHHUS  KOHPUACHIHMAIBHBIX  MEPONPUSITHI
(coBemanuit, 00CyXIeHH, KOHPEPEHIIHA, TIEPETOBOPOB H T.II.).
SAIMMIIIEHHOE CPEJACTBO BBIYUCJUTEJBHOM TEXHUKHA
GAIINMIIEHHASA ABTOMATHU3NPOBAHHASAA CHUCTEMA) — cpenctso
BBIYMCIIUTEIBHON TEXHHMKH (aBTOMAaTH3UpPOBAaHHAs CHUCTEMA), B  KOTOpPOH
peann30BaH KOMIUIEKC CPEJICTB 3aIMTHI.

NHO®OPMALNNOHHBIE PECYPCBI — oTaenbHble TOKYMEHTHI M OTIEJbHbBIC
MaCCHBBI JJOKyMEHTOB, JIOKYMEHTHI M1 MacCUBBI JOKYMEHTOB B MH(OPMAITMOHHBIX
cuctemax (Obmbnmmorexax, apxmBaxX, ¢GoHAaX, OaHKaX MJaHHBIX, JPYTUX
WH(POPMAITUOHHBIX CHCTEMAaX)

NIEHTU®UKALIMUA - npucBoeHnne cyObekTaM W 00BEKTaM JOCTyma
uneHtugukaropa u (WIM) CpaBHEHHUE MPEABSIBIAEMOro HACHTU(UKATOpA C
MepeyHEM MPUCBOCHHBIX UEHTU(PUKATOPOB.

NIAEHTUO®UKATOP JOCTVYIIA - yHUKaIbHBIM NpU3HAK CyObEKTa WU
0o0beKTa AOCTYIIA.



KOMILVIEKC CPEACTB 3AHIUTBI — COBOKYIHOCTh IIPOTPaMMHBIX U
TEXHUYECKUX CpEJCTB, cO3/aBaeMas U TMOAJAepKUBaeMas s oOecrneueHus
3aIUTHI CPEICTB BBIUMCIUTEIBHON TEXHUKHU WM aBTOMATU3UPOBAHHBIX CUCTEM OT
HECAaHKIIMOHUPOBAHHOTO JA0CTYyNa K HH(OpMaIUu.

KOHTPOJIUPYEMAS 30HA - mpoctpaHCTBO (TEppUTOpHUs, 3/1aHHUE, 4YaCTb
3/1aHUS), B KOTOPOM HCKIIFOUEHO HEKOHTPOIUPYEMOE MpPeObIBAHUE COTPYIHUKOB U
MOCETUTENEH OpraHU3alMM, a TAK)KE TPAHCIIOPTHBIX CPENICTB.
KOHOUJEHINAJIBHAS NHOOPMALUA — uH(popmanus C
OTpaHUYEHHBIM  JIOCTYIIOM, HE€ CoOJepXamias CBEIEHUM, COCTABIISIOMINX
rOCy/IapCTBEHHYIO TalHYy, JOCTYI K KOTOPOM OTPaHMYMBAETCS B COOTBETCTBUU C
3aKoHOaTesbcTBOM Poccuiickont denepannun

HECAHKIIMOHUPOBAHHBIM JTOCTYI - noctyn k MHQOpMAIMH WIIH
neicTBusl ¢ uHbOpMalei, Hapylarolie IMpaBuia pa3rpaHUyYEHUss JOCTYIMa C
UCIIOJIb30BAaHMEM  IITaTHBIX  CPEACTB,  MPEAOCTABISEMBIX  CPEICTBAMHU
BBIUYHCITUTEILHOW TEXHUKU UM aBTOMATU3UPOBAHHBIMU CUCTEMAMHU.
HAPYHIUTEJIb NMPABUJI PABI'PAHUYEHUSA JOCTVYIIA — cyObekr
J0CTyNa, OCYIIECTBIISIIONINI HECAHKIIMOHUPOBAHHBIN JOCTYI K HH(OpMAaIuu.
OBBEKT JOCTYIIA — eAUHULA UH(GOPMAIIIOHHOTO pecypca
aBTOMAaTU3UPOBAHHOM CHCTEMBI, JOCTYI K KOTOPOW PEriiaMeHTUPYETCs MPaBUIIaMHU
pasrpaHuyeHus 10CTyna.

OPI'AHM3AIINA 3AIUTBI THOPOPMAIINUN — coxaepxkaHue U MOPSAIOK
JENUCTBUM IO 00ECTIEUeHHIO 3alUThI HH(pOpMauu

OCHOBHBIE TEXHUYECKHUE CPEJICTBA U CUCTEMBI - texunueckue
CPEIICTBA M CUCTEMBI, a TAK)K€ UX KOMMYHUKAIINH, UCTIOJIb3yeMbIe JIJIsi 00padOTKH,
XpaHEHUS U Mepeladd KOHPUIESHIIMATIbHOW HHPOpMAaIIUn

IHAPOJIb — wunentudukarop cyObeKTa JOCTYIa, KOTOPBIM SBISETCS €ro
(cyOBeKTa) CEKpeTOM.

CUCTEMA PA3I'PAHUYEHUSA JOCTVYIIA — COBOKYNHOCTh pe€aju3yeMbIX
OpaBUJl pa3rpaHUYCHUS] JOCTYNA B CPEACTBAX BBIYMCIHUTEIBHOM TEXHUKU WIH
aBTOMAaTHU3UPOBAHHBIX CUCTEMAX

CAHKIIMOHUPOBAHHBINA JOCTYIl K UH®OPMAILIMU — noctyn K
uH(pOpMaIK, He HAPYIIAIOIINA MpaBUiia pa3rpaHUueHUs JOCTYIA.
CEPTUD®UKAT 3ALHIUTBI — n0KyMEHT, YIOCTOBEPSIOIIUN COOTBETCTBUE
CpEIICTBAa BBIYMCIUTEIBHON TEXHUKUA UM aBTOMAaTU3MPOBAHHOW CHUCTEMBI HAOOpY
OIpe/ieNICHHBIX TPeOOBaHUI MO 3alIUTEe OT HECAaHKIMOHMPOBAHHOIO JOCTYyMNa K
uHQOpMAIIMK W JAIONIMi TpaBo pa3pabOTUYMKy HA WCIOJIB30BaHWE W (MIIHN)
pacIpOCTpaHEHUE UX KaK 3alllUIECHHbIX.

CUCTEMA 3AIIUTHI NHOPOPMAIINN oT
HECAHKIIMOHUPOBAHHOI'O JOCTYIIA - KOMIUJIEKC OpraHU3allMOHHBIX
MEp W MPOTPAMMHO-TEXHUYECKHX (B TOM YHCJIE KPHUNTOTpaUUecKuX) CPeIcTB
3allUTBl  OT  HECAHKIIMOHUPOBAHHOTO  JOCTyna K  HUHpopManuu B
aBTOMATHU3UPOBAHHBIX CUCTEMAX.

CPEJACTBO 3AIHINTHI OT HECAHKIIMOHUPOBAHHOI'O JOCTYIIA —
IIPOrpaMMHOE,  TEXHMYECKOE  WJIM  [POrPaMMHO-TEXHMYECKOE  CPENCTBO,



npeaHa3HaYeHHOE [UJIsl TMPENOTBPALICHHUS WM CYIIECTBEHHOTO 3aTpYAHCHHS
HECaHKIIMOHUPOBAHHOTO JOCTYTIA.

CPEJICTBO KPUINTOI'PA®UUYECKOM 3AIIUTHI UHO®OPMAIIUU -
peanu3yomre aaropuTMbl Kpunrorpaduueckoro npeoOpa3zoBaHus HWH}opManuu
amnmapaTHble, TPOTpaMMHBIE M alllapaTHO-TPOTPaMMHBIE CPEACTBA, CHUCTEMBI U
KOMIUICKCHI, TpeIHa3HaueHHbIE [JIs 3aluThl HH(DOpManuu, oOecreyuBaronine
6e3omnacHoCTh HHGOPMAIUU MpU €€ 00padOTKe, XpaHEHUH U TIepeiaue 1Mo KaHajaaMm
CBSI3H.

CYBBEKT JOCTYIIA - juno wid 1pouecc, MACHCTBUS  KOTOPOTO
PETIAMEHTUPYIOTCS MPAaBUIIAMU Pa3rpaHUYEHHUs TOCTYIIA.
HEJOCTHOCTb HWH®OPMAIIUMMU -~ ycroiiuuBoCcTh HH(pOpMamum K

HECAHKI[MOHUPOBAHHOMY WJIM CIIy4ailHOMy BO3JCICTBHIO Ha Hee B Ipolecce
00pabOTKH TEXHUYECKUMU CPEACTBAMH, PE3YJbTaTOM KOTOPOTO MOXKET ObITh
YHUUTOXKEHHE U UCKaKeHUE NHPOPMALIIH.



1. OBIIME ITOJIOXKEHUA

1.1. Ha3nauenue Konuenuumu

Hacrosmass Konmenmus omnpenenseT CUCTeMY B3TJIAJI0B Ha MpoOiemMy
oOecrieyeHus: KOMIUIEKCHOM 0€30MacHOCTH MH(QOpMalMKW M YCTAaHABIMBAET
MOPSIIOK OpraHU3allMy U MpaBuia o0ecrnedeHus: nHOOPMAIMOHHONW 0€30MacHOCTH
B MYHHUIUNAIBHOM Ka3eHHOM yupexjaeHuu «lleHTp 1o obOecriedeHuto
NeSATeTbHOCTH o0pa3zoBaTeIbHbBIX yUpexIeHUN bnarogapaenckoro
MyHHUIMOAIBHOrO paiioHa CTaBpOMOJIBCKOrO Kpas» (najee - YupexIeHue),
pacripenieneHue PyHKIUNA U OTBETCTBEHHOCTH 3a o0ecreueHre nH(OOpMaImoOHHON
0€30MacHOCTH MEXAYy TMOJpa3JeNeHUsIMU W COTPYJHUKAMHU YUPEKICHUS,
TpeboBaHus 10 HHPOPMAITMOHHOM 6€30MaCHOCTU K WH(DOPMAIIMOHHBIM CPEJICTBAM,
IPUMEHSIEMbIM B YupexaeHusl. JlokymeHT MIpeCTaBIseT coboi
METOJOJIOTUYECKYI0O OCHOBY [Jii pa3pabOTKU U pealu3alid KOMIUIEKCHBIX
IEJEBbIX TporpamMM o0ecreueHusl 3amuThl  HHbOpMAIMM Ha  O0OBEKTax
uHopMaTU3auu Y upexKacHusl.

1.2. Cdepa npumenenust Konuenuun

TpeboBanust HacTosimedt Konnenuu 06s3aTeNbHBl I BCEX CTPYKTYPHBIX
nojpa3ieicHul YUpeKIeHUs U PaCIIPOCTPAHSIOTCS Ha:

—  aBTOMAaTHU3UPOBAHHBIE CUCTEMBI Y UPEKIACHUS;

—  CpeAcTBa TEIEKOMMYHHKALINIA;

—  TIOMENIEHUS;

—  COTPYAHUKOB YUpEKICHHUS.

BHyTpeHHHE  JOKYMEHTBl  YUpEeXIEHUs, 3aTParuBarolIMe  BOIMPOCHI,
paccMaTpuBaeMble B JaHHOM JOKYMEHTE, JIOJDKHBI pa3paldaThIBaThCS C y4ETOM
nojoxeHnur KoHnenmum u He NpOTUBOPEYUTH UM.

1.3. IIpaBoBasi ocHoBa KoHuenuumn

[IpaBoByt0 ocHOBY KOHIIENIIMHM COCTABIAIOT:

—  Koncturyuus Poccuiickon @enepanuu;

—  ®@enepanbHbIi 3akoH «O 6e3omacHOCTH» OT 28.12.2010 Ne 390-D3;

—  ®epnepanpubiii 3akoH «O cBsizu» oT 07.07.2003 Ne 126-D3;

—  @epnepanbHblil 3ak0H «O kKoMmepueckol TaiiHe» oT 29.07.2004 Ne 98-
®3;

—  @enepanbHblii  3akoH  «O0  wmHpopMammu, WHPOPMAIMOHHBIX
TEXHOJIOTHUAX U 0 3ammuTte nHpopmarum» ot 26.07.2006 Ne 149-03;

—  JloxtpuHa mHpopManmoHHo Oe3omacHocTH Poccuiickoit deneparum,
ytBepxkaeHa [Ipesunenrom Poccutickoit deaeparuu 09.09.2000 I1p-1895;

—  CneuuanbHble TpeOOBaHUS M PEKOMEHJAIMHU MO TEXHUYECKOUN 3aluTe
koH(punennuansHoi nHpopmanuu (CTP-K), N'ocrexxkomuccust Poccun, 2002r.

—  ®epnepanpHblii 3aK0H «O MEpCOHANBHBIX AaHHBIX» OT 27.07.06 Ne 152-
d3 (B pex. or 27.07.2011);



— TOCT P HUCO/MBK 17799-2005. HnudbopmannoHHass TEXHOJOTHS.
[IpakTnueckue TmpaBWiIa  yOPABICHHUS  HHPOPMALMOHHOM  0€30MacHOCTHIO"
(ytB. [Ipukazom PocrexperynupoBanus ot 29.12.2005 N 447-cT)

— JIpyrde 3aKOHOJATelIbHBbIE AaKThl, PYKOBOJAIIME W HOPMAaTHBHO-
MeToauuYeckre AOKyMeHTbl Poccuiickoit ®denepauuu B 00JacTH oOecHeUeHHS
MH(OPMAIMOHHOW 0€30MaCHOCTH.

1.4, Ilenu u 3agaum odecneyeHUs 6€30MACHOCTH UHPoOPMAIHHU

['maBHas nenb obecrieueHuss 0€30MaCHOCTH UHQPOPMAITUH, ITUPKYIUPYIOIIEH
B YUpexIeHMs, - peanusanys IO0J0KEHUM 3aKOHOAATEIbHBIX aKTOB Poccuiickon
Qenepalii U HOPMATHBHBIX  TpeOOBaHMM 1O  3amuTe  MHPOPMALUU
OTpaHUYEHHOro JocTyna (Jajee Mo TEKCTy - KOH(UIECHUUATbHON WU
3amumaeMol  mHbopMaluM) U OpeloTBpalleHue yuiepda B pe3yJbTaTe
pasriamieHus, yTpaThl, YT€YKH, UCKAKEHUS W YHUUYTOXKEHUs WH(OpMaIUu, ee
HE3aKOHHOTO  HCIMOJb30BaHUS M HapymeHus paboTel  HUHGOPMAILMOHHO-
TEJIEKOMMYHHUKAIIMOHHON CUCTEMBI Y UpexICHUSI.

OcHOBHBIMHU LIETISIMU OOecTieueHnst 0€30MacHOCTH MHGOPMAIUH SBIISIOTCS :

- TOpeNoTBpallleHHe  yTeUKH,  XUIIEHUSA,  HCKaXEHUs,  TMOJJICIIKH
UH(GOpMALIMH, IUPKYIUPYIOLIEH B Y UpeKIeHUS;

- TIpenoTBpallleHHe HapYIICHWH MpaB JUYHOCTU KIMEHTOB Ha COXpAaHEHHE
KoH(puaeHIMaIbHOCTH HHpopMaruu, upkynupyroiieit B U'TKC Yapexnenus;

- TpenoTBpallleHHe HEeCAHKIMOHUPOBAHHBIX JIEUCTBUN MO OJIOKUPOBAHUIO
uH(dopMaIny;

OcHOBHBIMH ~ 3alayaMu  oOecriedeHusi  0€30MacHOCTH  MH(opManuu
SABJISIIOTCS:

- COOTBETCTBHUE IIOJIOKEHUSM 3aKOHOJATENIbHBIX AKTOB M HOPMATHUBHBIM
TpeOOBaHUSM IO 3aITUTe HHOOPMAIINH;

- CBOEBPEMEHHOE BBIABJICHUE, OLIEHKA U NPOTrHO3UPOBAHUE HCTOYHUKOB
yrpo3 uH(pOpPMAIIMOHHOW 0€30MacHOCTH, NMPUYUH M YCIOBUM, CIIOCOOCTBYIOIIHUX
HaHECEHUIO0 ymiepba wuHTepecaM YUpeKIeHUs, HApYIICHUI0 HOPMAJIbHOTO
dbynkimonuposanus u pa3sutus UTKC Yuapexaenus;

- CO3JaHME MEXaHM3Ma ONEpPaTUBHOIO pEarupoBaHHs Ha  YIPO3bI
MHPOPMAIIMOHHON O€30MacHOCTH W HETaTUBHBIE TEHACHLIUH B CUCTEME
MH(OPMAITMOHHBIX OTHOIIICHHI;

- addexTuBHOE npeceyeHne HE3aKOHHBIX  IIOCATATeIIbCTB Ha
UH(POPMAIIMOHHBIE PECYpChl, TEXHHUYECKHE CpeAcTBa U HH(GOPMALMOHHBIE
TEXHOJOTMH, B TOM YHCJIE C HCIOJIb30BAHUEM OPraHU3aLMOHHO-TIPABOBBIX H
TEXHUYECKUX MEP U CPEJICTB 3aIUTH HHPOPMAIIHH;

- CO3JaHUE YCIOBHUW [JI MAaKCHUMaJbHO BO3MOXXHOI'O BO3MEILIEHUSA MU
JOKAIM3allMM HAaHOCUMOIO HMHTEpecam YupexJeHHUs yliepda HenpaBOMEpPHBIMU
JNEUCTBUSAMU (PU3NYECKUX M IOPUIMYECKHX JIMI, OCJabJeHne HEeraTuBHOIO
BIMAHUS M  JIMKBUJALMS  TIOCJHEACTBUM  HapylleHUss  MH(OpPMalUMOHHOU
0e30MMacHOCTH;
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- pa3paboTka HOPMaTUBHO-TIPABOBOM 0a3bl obecrieueHust
nH(POPMAITMOHHON 0€30MacHOCTH, KOOpJAWHAIMS JEATEIBHOCTH MOApa3AeIeHU
VYupexaeHus no o0ecneyeHno 3alUuThl HHPOPMaLINH;

- Ppa3BUTHE CHUCTEMBl 3alllUThl, COBEPIICHCTBOBAHHWE €€ OpraHU3allnHy,
¢GopM, METOIOB W CPEICTB MPEAOTBpAILICHHS, MapUpPOBaHWS M HEUTpaTU3aluu
yrpo3 HUHQOpPMALMOHHOM 0€30MacCHOCTH W JIMKBUAALMM TOCIEJICTBUM  ee
HapPYIICHUS;

- CO3/laHHe M TPUMEHEHHE 3aIUIICHHBIX MHPOPMAIMOHHBIX O0BEKTOB M
AUC, nueHTpoB 00pabOTKH 3anIuIiaeMoi HHPOpMAITNY;

- pa3BHUTHE M COBEPIICHCTBOBAHHE 3AIUIIEHHOTO IOPUINICCKH 3HAYMMOTO
AIIEKTPOHHOTO JIOKYMEHTO000pOTA.

- CO3/laHMe  MEXaHW3MOB, OOECMEYHMBAIONINX  KOHTPOJIb  CHUCTEMBI
MHPOPMAIIMOHHON 0€30MacHOCTH M TapaHTUU JOCTOBEPHOCTH  BBHITIOJTHCHHS
YCTaHOBJICHHBIX TpeOOBaHMHI HH()OPMAIIMOHHONW 6€30MaCHOCTH

- CO3/laHMe MEXaHMW3MOB YIPABICHUS CHUCTEMOW HH(DOPMAIIMOHHOM
0e301acHOCTH;



11

2. OBBEKTbBI 3ALIUTHI

2.1. O0bekTaMM 3aIUUTHI YYpeKAeHUS SABJISAIOTCH:

- uH(pOPMAaIMOHHBIE PECYPCHI;

- CpenacTBa U cUCTeMbl 00pabOTKH MH(POPMALINH;

- CpeICcTBa M CHUCTEMBI 3allUThl MH(MOpPMALIUM, B T.4. KPUIITOrpadMueCKON
3alUTHl HHPOPMALIUH;

- TOMEIICHUS WIH OOBEKTHI, MpPEHA3HAYEHHBIE JJISI BEJACHUS 3aKPBITHIX
MIEPErOBOPOB.

2.2. HudopManuoHHbIe pecypchbl YUpe:KIeHust

ITon HHPOPMAIITUOHHBIMU pecypcaMu B YUpEKICHUS
NOHUMAIOTCSI COBOKYNHOCTH CBEIAEHHUM B DJIEKTPOHHOM U OyMa)XHOM BHUJIE
(6a3za nmaHHBIX, 3JEKTPOHHAs OuOIMOTEKa, peecTp, KagacTtp, OHI, apXuUB U
pyrue BU/IBI WH(POPMAITMOHHBIX MacCHBOB), NoJI/Iep>KUBaeMbIe
IPOrpaMMHO-TEXHUYECKUMU cpeacTBaMu aBTOMAaTU3UPOBAHHOM
nHpopMaIMOHHON cucTembl. HDOpMannoHHbIe pecypchl TPEACTABIAIOT COO0MU
XpaHWIUIIA JaHHBIX, U3 KOTOPOro NMyTeM CIEeHHATU3UPOBAHHON 00pabOTKU
MOJIb30BATENNI0  MPEAOCTaBIsAeTCS  MHPOpPMAlUg Ha  JJICKTPOHHBIX  WIHU
OyMa)KHBIX HOCUTEJSX, B TOM YHCJIE B BUJEC OTACIBHBIX ()parMeHTOB 0a3 JTaHHBIX,
OTYETOB U CIPABOK.

Texnomornueckoit oCHOBOM (popMHUpOBaHUS HHPOPMAIIMOHHBIX PECYPCOB
ABJISIETCS.  MPOrPAMMHO-TEXHHYECKas cpena aBTOMaTU3UPOBAHHBIX
MH(GOPMAIIMOHHBIX CHCTEM, UCIIOJIb3YyEeMbIX B YUPEXKICHUS

Hcnonb3yemble B MHGOPMAIIMOHHBIX CHUCTEMaxX YUpEKIEHUs TEXHOJIOTHUHU
B3aUMOJICHCTBHS TIPU 00pab0TKe MHPOPMAITMOHHBIX PECYPCOB BKIIFOYAIOT:

- 3JIEKTPOHHYIO 1ouTy (rpotokossl SMTP u IMAP);

- AJIEKTPOHHBIN 00MeH daiinamu (mpoTokosn FTP);

- oOMeH (aitlaMu Ha MarHUTHBIX HOCUTENAX B (popmare XML;

- Web-noctym k pecypcam cetu (mporokoasl HTTP/HTTPS/HTML);

- TEXHOJIOTUIO TEPMHUHAIBHOTO JOCTyMa JUIsi B3aUMOJIEUCTBUS C
yAaJIeHHBIMU TI0J1b30BateNd (nmpotokona RDP);

OcHhognbim ucmoynukom vHOOpPMAIUU ISl HAMIOJIHEHUS TIEPBHYHBIX 0a3
nanabix WTKC  gBOsArOTCS JOKYMEHTBI W COOOIICHMS, ITOCTYHAOIIHE OT
CTPYKTYPHBIX NOAPA3ICIICHUN Y UPEKICHUS W BHEIIHUX OPraHU3aLNM.

Nudopmarmonnoe u ¢yHKmoHanibHOe B3ammojeiicteue y3moB WTKC
VYupex1eHus: OCyIIeCTBISETCS HA OCHOBE MHTEIPUPOBAHHBIX (JJOTMUECKHU €JIUHbIX )
0a3 MaHHBIX, 00ECTICUNBAIONINX JOKHOCTHBIX JIUI CTPYKTYPHBIX TOIPa3/IeICHHMI
Yupexaenus: Tpedyemoit nHpopMaIuen.

Oomen ungpopmayueit oCyumeCTBISICTCA:

- BHYTPU Y3JIOB - 1O JIOKAJbHBIM BBIYUCIUTEIBHBIM  CETAM -
MNpOrpaMMHBIMU U TexHuueckumu cpeacreamu  JIBC B cooTBercTBHM €
TPAHCIIOPTHBIMU MIPOTOKOJIaMH OOMeHa HH(popManuet Mmexay abOHEHTaMU;

- wmexay y3namu UTKC YupexneHuss 1 uHQOPMAIIMOHHBIMU CHUCTEMaMHU
BHEIIIHUX OpPraHu3aluii U BEJOMCTB - MO KaHallaM CBSI3M (WJIM Ha MarHUTHBIX
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HOCHUTENSX) B COOTBETCTBHMU C COTJIAICHUSMH W MPOTOKOJIAMH IO OOMEHY
uH(popmarmeil.

Bces undopmanms, xpanumasi, oOpabaTbiBaeMas WIM T[epenaBaeMasl B
paMKax TMoJpa3ielieHu YUpeXJIeHUs C HCIOoJIb30BaHUuEeM HHGOPMAIMOHHON
CUCTEMBbI, KJacCU(PUIMPOBAHA TO CTENEHU BAXXHOCTH U KPUTUYHOCTH Ha
CJIEAYIOIINE KATETOPHH.

Kondunenunanbuass uHpopmManus

K  kxoHduaennumanbHOM  OoTHOCHUTCA  WH(DOpMamMsi,  COCTaBISOIIAS
KOMMEpPYECKYI0 TaiHy, MHpopManus o Qakxrtax, COOBITHSIX U OOCTOATEIHCTBAX
YaCTHOW KHM3HU TPKIAHWHA, TO3BOJISIONIAS HUACHTHPHUIMPOBATH €T0 JTUYHOCTH
(mepcoHanbHBIE  JAaHHBIE), 3a  HWCKIIOYCHHEM  CBEJCHHWH,  IMOJIEKAIIUX
pacTlpoCTpaHEHHIO B CPEJICTBAX MAacCOBOW HHQOpPMAIMM B YCTaHOBIECHHBIX
denepanbHBIMM  3aKOHAMU  ClIyyasix, a TakkKe Jrobas Japyras 3aKpbiTas
uHdopMalusl, SABIAIONIAsACS COOCTBEHHOCThIO YupexaeHus. [Ipu o6paborke 3Toit
uHbopmMalu HeoOXoauMo cobmroaaTh TpeboBanus “CrernuanbHbIX TpPeOOBaHUN U
pEKOMEHJAIMil 1Mo 3ammre WHPOPMAIMU C  OTPAaHUYCHHBIM  JIOCTYIIOM,
oOpabatbiBaemoit  TexHuueckumu cpeacteamu  (CTP-K)”  T'ocynmapcTBeHHOM
TexHuueckou komuccuu 1pu [Ipesunente PO, nonoxenns denepanbHOro 3aKkoHa
«O mepcoHaNbHBIX JTaHHBIX», & TAaKKe MPOYUX HOPMATHUBHBIX IMPABOBBIX AKTOB,
perjiaMeHTUPYIOMINX paboTy ¢ KOHPUACHIIHATBHON HH(OpMaIueH.

[Ipu xpanenuu, nepemaadye U 00padoOTKe AaHHOW WH(OpPMALMK HEOOXOIUMO
o0ecreynuTh MaKCUMAaJIbHBIN YPOBEHD €€ 3alUTHI.

Cay:xxkeOHass uHopmanus

K cnyxebHoit mHpopMamuu MOTYT OBITH OTHECEHBI JIIOOBIC CBEICHMS,
OTHOCSIIIAECS K JICSITEIbHOCTH MOJIpa3AeICHUI YupexaeHus,
HECAaHKIIMOHUPOBAHHOE  PACHPOCTPAHEHHE KOTOPBIX MOXET TPUBECTH K
OTPUIATEIBHBIM SKOHOMUYECKUM, AITHYECKUM WJIM HWHBIM TOCIEACTBUSIM IS
VYupexnaenusi. XpaHnenue, o0paboTka W mepenada Takod HHPOpPMAIUU TOJDKHA
OCYIIECTBIISITHCSL B COOTBETCTBHH C TPEOOBAHUSIMHU HACTOSIIIIETO TOKYMEHTA.

PatGouass ungopmanus

PaGouas nnbopmarms BKIrOYaeT B ce0s1 CBEICHUS, UMEIOIME OTHOIICHUE K
BHYTPEHHEU [ESATEIbHOCTH NOAPA3ICIICHUN YUPEKICHUS W HE OTHOCAIIMECH K
KOH(HICHIINATBbHON Win ciny)eOHoi mHpopmaruu. [lpu xpaHnenuu, mepemade u
00paboTke Takoi nHpopMaHK HEOOXOIUMO 00CCIICUYNTh MAKCUMAIIBHBIA YPOBEHD
€€ 1IeJIOCTHOCTU U ayTEHTUYHOCTH B COOTBETCTBHH C IMOJOXEHUSIMH HACTOSAIETO
JOKYMEHTA.

IIpouyue BuabI HHGOpMaALIMH

Jns mpounx BuAoB HWHGOpPMALMKU TMOPSAOK XpaHEHHs, Mepeadyud u
0o0pabOTKM €  HCHOJIb30BAHMEM  ABTOMATHU3UPOBAHHBIX  CHUCTEM  HE
pErIaMeHTUPYETCH.
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2.3. CpenctBa u cucteMbl 00padoTKN HH(poOpManu

CpencTBa u cucteMbl 00pabOTK HHPOPMALUK Y UPEKACHUS MTPEACTABIISIOT
co0Ol COBOKYNHOCTh MPOTPaMMHOTO OO€CTeYeHUsi M TEXHUYECKUX CpE/ICTB
0o0paboTku W mepegayu WHOpMalMKM, a TaKKe CUCTEMY TEJICKOMMYHHUKAIIUMA
(CTK).

Texuunueckoe odecnevyenue (TO) BriroyaeT cieayrone KOMIOHEHTHI:

— CEpBEPHbIE KOMIUIEKCHI (II1aT(HOPMBbI);

— pabouue CTaHIMK MOJIb30BaTENEH;

— TEXHUUYECKHUE CPEJICTBA BBOJIA/BHIBOIA MH(OPMAIIUH:

— CKaHepBHl;

— IPUHTEPHI.

— CPElICTBA XpPAaHEHUS U apXUBUPOBAHUS JaHHBIX;

— aKTMBHOE U MACCUBHOE 000PY0BaHUE JIOKAIBHON
BeiunciuTeNnbHon cetu (JIBC);

— cpeacTBa 6ecriepe0oNHOTO MUTAHMS.

Cucrema tenekommyHukanmii (CTK), noanepxuBaeT nHOOpMaIMOHHBIN
OOMEH MeXAy BHYTPEHHMMU aOOHEHTaMM W HH(POPMAIUMOHHBIMH CHUCTEMaMH
VYupexaenus, a Takxke WHPOPMAIMOHHYIO CBS3b C BHEIIHUMHU aboHEHTamu. B
cuctemHoit apxutexkrype CTK Bbgenensl crienyionme (yHKIHOHATbHBIC
MOJICUCTEMBI:

— TpancnopTHast NOACUCTEMA;

— BenomcTBennas tenedoHHas CETh;

— [loncucrema yganeHHOTo JOCTyIa K MHPOPMAIIMOHHBIM peCcypcam;

— [Toxcucrema 3JIEKTPOHHOM MOYTHI;

— IToacucrema cepucoB rio0ansHOM cetn HTEpHET;

— [loncucrema ympasieHusi, MouutopuHra u oocmyxxuBanust CTK.

B coctaB nporpammHoro obdecnedyeHust "HOOPMAITMOHHBIX CUCTEM BXOJIST:
— 00IIIecuCTEMHOE TTPOrpaMMHOE 00ECIIeUeHNE;
— cnienuanbHoe (IPUKIATHOE) TPOrpaMMHOE 0OOecTIeUeHHE.

ObwecucmemHoe npoepammHoe obecneyerue BKIOYAET B CeOs:

— CEpBEPHBIE U KIIMEHTCKUE ONEPALIUOHHBIE CHUCTEMBI;

— CYB/;

— NakeThl O(PUCHBIX MPOTPaAMM;

— AHTUBUPYCHBIE TPOTPAMMBIL;

— MaKeThl MPOTPaMM JJIsl TPYHIOBOM pabOThI

— TEPMUHAIIbHbIE CEPBEPHBIE U KIIMEHTCKUE MPOrPaMMBbI

— CpEACTBA ANEKTPOHHOU MOYTHI;

— CpeACTBa ymnpaBieHUs: UHPOPMAIITMOHHON 0€30MaCHOCTHIO;
— CpeACTBa yIpaBiIeHUs U aIMUHUCTPUPOBAHUS CUCTEMOW;
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Cneyuanvnoe npoepammuoe obecneuenue (CI1O) sBaseTcs COBOKYIMHOCTHIO
AQHAJTUTUYECKUX U JIOTHYECKUX METOJIOB U aITOPUTMOB, MMPOrPaMM UX peaU3allni,
OTPaXKAIOIIUX CHEUUPUKY aBTOMATU3UPYEMBIX MPOIECCOB U MpPEIHA3HAUCHHBIX
1U1sl oO0ecTieyeHus eATeIbHOCTH JOJDKHOCTHBIX JIUI Y UpeiKICHUS.

2.4. CpencrBa odecneyeHUs

Ion CpeacTBamMu o0ecrneveHus YupexaeHus MOHUMAIOTCS
BCIIOMOTATeIbHbIE WHKECHEPHO-TEXHUYECKHUE CHCTEMbI, HE YYacTBYIOIIUE B
o0paboTke mHboOpManuu, cojaepxkaiieid KoHpUIeHIINaIbHbIe cBeleHus. B obiiem
BUJIC K 9TUM CUCTEMaM OTHOCSITCSI:

— CUCTEMBI DJICKTPONTUTAHMSI B 3a3€MJICHUS OOEKTOB;

— CUCTEMBI CBSI3U (BEOMCTBEHHOM, MEXIYTOPOIHEH, TOPOICKOM,
BHYTpPEHHE), HE MPEAHA3HAUCHHOW IS 3aKPBITHIX MIEPETOBOPOB;

— CUCTEMBI TIOXKAPHOW U OXpaHHOW CUTHAJIN3alNY;

— AJIGKTPOHHBIE CHCTEMbI KOHTPOJISI M YIIPABICHUS JOCTYIIOM Ha
TEPPUTOPHIO U B IIOMEIICHNUS;

— CUCTEMBI TPOMKOTOBOPSIIIICH CBSA3H U OTIOBEIICHUS;

— CUCTEMBI KOHIUITUOHUPOBAHWSI, OTOIICHHUS M BO3/TyXOCHA0KCHHSI.

2.5.  OO0BeKTbI, NpeIHA3HAYEHHBIE ISl BeIeHUs 3aKPBITHIX

MeperoBopoB
B kauecTtBe 00BEKTOB, TIpeJHA3HAYCHHBIX [UISI BEACHHUS 3aKPBITHIX
MIEpPEeroBOpOB,  HEOOXOAMMO  paccMaTpuBaTh  CIEAYIONIUE  TOMEIICHHUS

IICHTPAJILHOTO arapara i TePPUTOPHATBHBIX OPTAHOB Y UPEKICHHUS :

— KaOWHEThI PYKOBOMSIIETO COCTaBa, MCIIOJIB3YEMbIC JJII 0OCYKICHHS
KoH(puaeHIIMaTbHON HH(pOpMaLHH;

— IIOMCIICHHUS JUIS TPOBCACHHUS COBCIIAHUH M IEPErOBOPOB  IIO
KOH(HUICHIINATBLHBIM BOIIPpOcaM (KOMHATHI ITIEPErOBOPOB, KOH(PEPEHII3abI);

— JIPYTHE IMMOMEIICHUSA, B TOM YUCJIC M TEXHUYCCKUE, B KOTOPHIX MOXKET
o0cyxnaTbcs KOHGUICHIINATbHAS HHPOpMAITHSI.
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3. MOJEJb YIPO3 BE3OINACHOCTH WH®OPMALIMU B
YUYPEXIEHUU

3.1.  OcHoBHbIe (paKTOPBI, BO3AeHCTBYIOIINE HA MH(OPMANUOHHY IO
0€30MaCHOCTh Y4Ype:KIeHHUs

OcHoBHBIMH  (DaKTOpamMu, BO3JCUCTBYIOIIUMH Ha HHPOPMAIIMOHHYIO
0€30MacCHOCTh YUpexKICHUS, SIBISIOTCS:

—  Ilpuponusiii gaktop. COBOKYIMHOCTh yIpO3 MPHUPOJHOIO Xapakrepa,
SIBIIAIOLIUXCS CJEICTBUEM BO3IACUCTBUSA E€CTECTBEHHOM HEIPEOJOIUMON CHIIbI
(CTUXHUM) — 3eMJICTPSICEHUS, HABOHEHUS, METEOPOJOTUUECKNE KaTaKIN3Mbl U T.II.,
MPUBOJISAIINE K YCTONYUBOMY HapYUICHUIO (G YHKITMOHUPOBAHUS
WH()OPMAIIMOHHBIX U TEJICKOMMYHHUKAIIMOHHBIX PECYpPCOB, BIUIOThH JI0 UX YTPaThl
Wil (PU3UYECKOTO YHUYTOXEHUS. BeposTHOCTH ompeaenseTcs crenugpuKoi
TEPPUTOPUHU, HA KOTOPOU TUCTOIUPYETCS 3alTUIIAeMbli 0OBEKT — MHOTOJIETHUMU
METEOPOJIOTHUECCKUMH HAOIIOACHUSIMH, T€OTEKTOHUYECKUMHU JTaHHBIMU U 1.

— Texnorennbii  Qakrop. COBOKYMHOCTh yIpO3 HCKYCCTBEHHOTO
xapakTtepa, BBI3BAaHHBIX pe3ysibTaTamu YeJI0BEYECKON eATEIbHOCTH
(UMBUIIM3AIMN) — TIOXKapPhl, B3PBIBBI, 3aTOIUICHHS, PAJUAIIMOHHBIC U XUMHUYCCKHE
3apakK€HUsl, SHEPTEeTUUECKUE aBapUU, Pa3pelieHne KOMMYHUKAIIWI, B TOM YUCIIE —
B pe3yJbTare TEPPOPUCTUUYECKUX AaKTOB, JWBEPCUN, MACCOBBIM OECHOPSIIKOB H
BEJIEHUS 00EBBIX JIEHUCTBUIA.

— Cucremubiii  ¢aktop. Bo3HHKHOBEHHE  YIpo3bl  IICJIOCTHOCTH
uHdopMaIu U (vn) (hYHKITMOHUPOBAHUIO uH(pOpMaImoHHO-
TEJICKOMMYHHKAITMOHHBIX CPEJICTB, CUCTEM W CETeH B pe3ysbTaTe OIMIMOOK B UX
NPOCKTUPOBAHUU W Pa3pabOTKE WJIM BO3SHHUKHOBCHHS BHYTPUCHCTEMHBIX COOCB
(parampHBIX OmMMOOK) MpPU WX OKCIUTyaTallid, B TOM 4YHCIE — U3-3a
HECOBEPIIICHCTBA WM  KOHQUIMKTOB  TIPOTPAMMHOTO  OOCCIICUCHHS WU
HEHCIIPAaBHOCTH 000PYIOBaHUS.

— UYenoseuecknii ¢akrop. Bo3HHMKHOBeHHE yrpo3sl 0€30MacHOCTH
uHpopMaIii B pe3yabTaTe OTCYTCTBHS  MPO(PECCHOHATBHBIX  HABBIKOB,
HEJIOCTATOYHOW  IOATOTOBKHM,  XaJaTHOCTH, HEHAJIEkKAUIEr0  HCIOJHEHUS
0o0s3aHHOCTEM WM  3JI0r0  yMbICIa  TEPCOHANa,  AKCIUIyaTUPYIOIIETO
HH()OPMAITMOHHO-TEICKOMMYHUKAIIMOHHBIE ~ CPENICTBA, CUCTEMBI W  CETH,
pa3pabOTYMKOB MPOTPAMMHOTO OOECTIICUCHHS U TTOJIb30BATENICH, MMEIOIINX TOMYCK
K wH(pOpMAIMM Ha 3aKOHHOM OCHOBaHWH. HapyiieHue mpaBWil IKCILTyaTaluy
OBM, ux cUCTeM U CceTel JIMIIaMH, OTBETCTBEHHBIMH 3a 3Ty padoTy.

—  Kpumunanessiii paxrop. [lenenanpaBneHHOe BHEITHEE BO3/ICHCTBHE HA
WHOOPMAITMOHHBIE  PECYpChl HW  HH(POPMAIMOHHO-TEICKOMMYHUKAITUOHHBIS
CpPEeACTBA, CUCTEMBbl M CETH («aTaku», BTOPKEHUS) C LEIbI0 YHUYTOXKEHMUS,
OJIOKMpOBaHUSI WM KOMUpOBaHMs WHPOpMaluM, pa3paboTka U BHEJIPEHUE
BPEJIOHOCHBIX MporpaMM (BUPYCOB, CHUMYJSITOPOB, «TPOSIHCKUX» MPOrPaMM,
KJIaBUATypHBIX TEPEXBATYUKOB M Jp.) BHEAPEHHE CHEUUATBHBIX TEXHHUYECKUX
CPEACTB JJIsl HETJIACHOTO MOJIy4eHUsI UHPOpMAaIIUK.
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3.2.  ¥Yrpo3sbl 6e30nacHOCTH HH(POPMALMHU U UX HCTOYHUKHU

Wndpopmanus, obpabareiBaemas B  WUTKC  VYupexnenus,  npaer
MOTEHLMAJIBHYI0 BO3MOXHOCTbB ISl IPOSIBIIEHUS YTPO3 0€30MaCHOCTH, BBI3BAHHBIX
JNEUCTBUSMH, MPOLIECCAMH WIH SIBICHUSIMH, TPUBOJALIMMU K HAHECEHUIO yiepoa
VYupexaenus. [IpenycmatpuBaeTcs aBa THIa yrpo3 0€30MacCHOCTH:

— CBs3aHHblE C yTeykod uHopMmauuu (pasrialieHue, yTeuka,
HECAaHKIIMOHUPOBAHHBIN 10CTYI);

—  CBf3aHHBIE C HECAHKIMOHUPOBAHHBIM BO3JEHCTBHEM Ha WH(OpMAIINIO
U €€ HOCUTENM (MCKaXeHUEe, YHUUTOXKEHUE, KOMMPOBaHKUEe, OJIOKUPOBaHUE, yTpaTa,
cOoil (PyHKIIMOHUPOBAHMS HOCHUTENs] HHGOpPMAIUU, COOM M OIIMOKU TEXHUKH,
OImKOKYU TOJIb30BaTENEH, MPUPOIHBIC SIBJICHUS, IPYTUe CIydailHble BO3ACHCTBHUS).

OCHOBHBIMU UCTOYHUKAMHU YT'PO3 0€30MaCHOCTH WH(POPMALINY SBIISFOTCS :

— Cruxuiiabie: CTUXUNHBIE O0€ICTBUSI, KATAKIU3MBI;

- TexHoreHHble: aBapuu, COOM U OTKa3bl 000PY/IOBaHUS (TEXHUUYECKUX
CPEJICTB);

- Omubkr MNpOeKTUpPOBaHUS U  pa3paboTku  KoMmoHeHToB AC
(ammapaTHBIX CpPENCTB, TEXHOJOTUM OOpPabOTKM HHQpOpPMAIIUU, MPOTPAMMHOTO
obecrieyeHus U T. 11.);

- AnTpornorenssie: OmMOKU IKCIUTyaTaIlH;

- Antporniorennsie: [lpennamepeHHble JACWCTBUS HapylIUTeled WU
37TI0YMBIIIIEHHUKOB.

3.3. Kuaaccudukanusi cnocod0oB peaju3anuu yrpo3 uHGopMaunoHHOR
0e30macHOCTH

VYrpo3bl nHDOpMAITMOHHON 0€30MaCHOCTH MO OTHOLIECHUIO K 3aIUIIAaeMbIM
00BbEeKTaM MOTYT OBITh pa3/ieJICHbI Ha:

— yIPO3bl, CBSI3aHHBIE C MPUMEHEHUEM TEXHUYECKUX CPEJICTB;

— yIpO3bl, CBSI3aHHBIE C UCTIOJIB30BAHUEM MPOTPAMMHOI0 00ECTICUCHUS;

— yIrpo3bl, CBSI3AHHBIE C HAPYIICHHEM TEXHOJOTHYECKOTO Ipoliecca
oOMeHa JaHHBIMU,

- yIPO3bI, CBSI3aHHBIE C UCTIOJIB30BAHUEM CETEH Mepeaadn JaHHBIX.

3.3.1. Ilyru peajamu3anuu HelpeTHAMEPEHHBIX CYObEKTHBHBIX YIP0O3
0e3onacHoCcTH HHpoOpMaIUU

ITonp3oBarenu, omnepaTopbl, CUCTEMHbIC AJIMUHHUCTPATOPHl U COTPYIHUKH,
oOcITy>)kKuBafOIIue  MHPOPMAIIMOHHBIE  CHUCTEMBI  YUPEKJICHHS,  SBISIOTCS
BHYTPEHHUMHM  MCTOYHMKAMHM  CIIy4allHbIX  BO3JACHUCTBHH, T.K.  HUMEIOT
HEMOCPEACTBEHHbIM JOCTYN K TpoiieccaM o0O0paOOTKu HHPOpMAMU U MOTYT
COBEpIIATh HEMpeIHAMEPEHHBIC OIMMOKW W HApPYIICHUS ISHCTBYIOMINX ITPaBHII,
MHCTPYKIIMNA U TIPOLIEAYP.

OCHOBHBIE TIyTH peajau3allui  HENPEeIHAMEPEHHBIX  HMCKYCCTBEHHBIX
(cyOBEeKTHBHBIX)  yrpo3  HHGOPMAIMOHHOU oesomacHocTd  (mencTBUS,
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COBEpIIAEMbIE JIIOJIbMHU CIy4YyallHO, 10 HE3HAHWIO, HEBHUMATEIbHOCTU WIH
XaJIaTHOCTH, U3 JTIOOOMIBITCTBA, HO O€3 3JI0r0 YMBICTIA) CJICAYIOIIHE:

— JleficTBUSA COTPYJHUKOB, MPUBOJAIIMNE K YaCTUYHOMY WM TOJTHOMY
OTKa3y CHCTEMbl WJIA HapyLIEHUI0 padOTOCIOCOOHOCTH ammapaTHbIX WM
MPOrPAMMHBIX CPEJICTB: OTKIIOYEHUIO OOOPYJOBAaHUS WM M3MEHEHUIO PEXHMOB
paboThl YCTPOMCTB W MpOTrpaMM; pa3pylLICHHIO HH()OPMAIMOHHBIX PECYpPCOB
CUCTEeMBbl (HEyMBIIIUICHHAs] MopYya O0O0OpyJdOBaHUs, YJaJeHHE, HCKaKEHHUE
nporpaMMm Wik ¢GaioB ¢ BakHOW uH(GOpMalMeil, B TOM 4YHUCJIE CHUCTEMHBIX,
MOBPEKIEHUE KaHAJIOB CBSI3HM, HEYMBIIICHHAS] TTOpYa HOCUTENeH MH(POPMaLUU U
T.IL.)

— HecaHKIIMOHUPOBAaHHBIM  3allyCK  TEXHOJIOTHYECKUX  IPOrpamm,
CIIOCOOHBIX TPU  HEKOMIIETEHTHOM  HCMOJB30BAaHUU  BBI3BIBATH  MOTEPIO
paboTOCIOCOOHOCTH ~ CHCTeMbl  (3aBUCAaHUS WM 3alMKIMBaHUA) WU
OCYHIECTBIISIIOIIUX HeoOpaTUMble M3MEHEHHUs B cucteMe ((popmaTUpoBaHHE WIH
PECTPYKTYpPH3ALMIO HOCUTENEH HHPOPMAIINH, yAaJIeHUEe JaHHBIX U T.I1.)

— HecanknuonupoBaHHO€ BHEIPEHHWE U HCMOJIb30BAHHE HEYUYTEHHBIX
nporpaMM (UTrPOBBIX, OOYYAIOIIUX, TEXHOJOTHYECKUX U JIPYTUX, HE SIBIISIOIIUXCS
HEOOXOAUMBIMU  JIJI1  BBIMOJHEHUS  COTPYAHUKAMH  CBOMX  CIY)KEOHBIX
00s13aHHOCTEH) C TOCHEAYIONIMM HEOOOCHOBAHHBIM PpAaCXOJIOBAHHUEM PpECYpCOB
(Ipo1IeCCOPHOTO BPEMEHHU, ONIEPaTUBHOM MaMsITH, aMSTH HAa BHEIIHUX HOCUTEISX
U T.IL.)

— HenpennamepeHHoe 3apakeHHe KOMIIbIOTEPA BUPyCaMHU

— Pasrnamenue, nepegava win yrpata aTpuOyTOB pasrpaHHUYEHHs JOCTyIa
(mapone#t, xmouer mmdpoBanus win OLII, waeHTHOUKAIMOHHBIX KapTOUeK,
MPOMYCKOB U T.II.)

— HWrHopupoBaHHe OpraHU3allMOHHBIX OrPAHUYEHHUN (YCTAHOBIEHHBIX
paBuj) Ipu paboTe B CUCTEME

— HekoMneTeHTHOE HWCMOJAB30BaHUE, HACTPOWKA WM HENPaBOMEPHOE
OTKJIFOYEHHE CPEJICTB 3alIUTHI EPCOHAIIOM MOApa3iesieHns 0€30MacCHOCTH

— BBoa 0mMO0YHBIX JAaHHBIX

3.3.2. Ilyrm peanu3anuu mnpeJHAMEPEHHbIX CY0ObEKTHBHBIX YIrpo3
0e3onacHoCcTH HH(poOpMaIUU

OcHOBHBIE BO3MOXKHBIC ITYTH YMBIIIJICHHON Je30praHu3anu  padoThl,
BBIBO/Ia MH(MOPMAIMOHHBIX CUCTEM YUpPEKIEHUS M3 CTPOsi, MPOHUKHOBEHUS B
CUCTEMY W HECAHKIIMOHUPOBAHHOTO JOCTyMa K WHGOpMAIu (C KOPBHICTHBIMU
LENsIMH, 1O TPUHYXACHUIO, W3 JKEJIaHUs OTOMCTHTh M T.II.) MOTYT OBITh
CIEAYIOIINMU:

— @usnueckoe pa3pylIeHHE WM BBIBOJ M3 CTPOSl BCEX WJIM OTIEIbHBIX
HauOosiee BaXKHBIX KOMIIOHEHTOB AaBTOMATHU3UPOBAHHON CHCTEMBI (YyCTPOUCTB,
HOCUTEJEH BaXKHOW CHUCTEMHON MH(OpMaIMH, JIUIl U3 YKCiia NepcoHana W T.0.),
OTKJIIOUYEHUE WM BBIBOJ W3 CTPOS MOJCUCTEM oOecrieueHus (YHKIMOHUPOBAHUS
BBIYUCIIUTEIBHBIX CUCTEM (JIEKTPOIUTAHUS, TUHUN CBSI3U U T.11.)
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— XwulleHue HocuTened HHpopmauuu (pacredyaTrok, MarHUTHBIX JUCKOB,
JEHT, MHUKpPOCXEM NaMsTH, 3alOMHHAIOMIMX YCTpPOWCTB U wenbix [IOBM),
XMILEHUE MPOU3BOACTBEHHBIX OTXOJOB (pacreyaTok, 3amuced, CHUCaHHBIX
HOcHTeNel nH(OpMaIUK U T.11.)

— HecankuuonnpoBaHHOe KONMMPOBAaHUE HOCHUTENEH MH(OpMAILUU, YTEHUE
OCTaTOYHOU MH(POPMAILIMK U3 ONEPATUBHON MaMSATH U C BHEIIHUX 3alIOMUHAIOIINX
YCTPOWCTB.

— MHcnonbs3zoBaHue wyxux mpaB mo jgoctyny K pecypcam AC mnyrem
HE3aKOHHOT'O TMOJIyYeHHe Maposied U JPYruX PeKBU3UTOB pa3rpaHUYCHHs 1OCTYIa
(areHTypHBIM MyTE€M, HMCHOJB3Yys XaJlaTHOCTh IMOJIb30BaTENeH, myTemM mnoadopa,
yTeM UMHUTALUK HHTepderica CUCTEMBI IIPOIPaMMHBIMU 3aKJIaIKaMU U T.11.).

— HecankimonupoBanHoe  ucnosb3oBanue  APM  mnonb3oBarenei,
UMEIOIMX YHUKaJbHbIE (PU3MYECKHE XapaKTePUCTUKU, TaKkue Kak uMsa padoueit
CTaHIMM B CETH, PUINYECKUN aJIpec, aJipec B CUCTEME CBSI3H U JIPYTHE.

— HecankuonupoBanHass MoAH(UKALUSA TPOrPaMMHOrO OOeCreueHus: —
BHEJpEeHUE TMporpamMMubiX '"3aknafgok" u "BupycoB" ("TposSHCKUX KOHeW" u
"JXKy4KOB"), TO €CThb TaKUX YyYaCTKOB IIpOorpaMM, KOTOpbIE€ HE HYXHBI s
OCYIIECTBJICHHSI 3asIBJCHHBIX (PYHKIIMH, HO TIO3BOJIAIOIIMX MPEO0JIEBATh CUCTEMY
3aIUTHI, CKPHITHO U HE3aKOHHO OCYIIECTBIATH JOCTYI K CUCTEMHBIM pecypcaM ¢
IEJIbIO PETUCTPAINY U TIepelayuy 3aluiaeMoil HHPOpMaIlMy WU 1€30praHu3aliu
dbyakuronupoBanus AC

— IlepexBaT naHHBIX, MEpelaBaE€MbIX IO KaHajdaM CBSI3M, U UX aHAJIU3 C
LEIbI0 MOJYYEeHUSI CBEJACHUM, B TOM YHUCJIE OIPAaHMYECHHOrO PACIPOCTPAHEHHUS U
BBISICHEHUSI TPOTOKOJIOB OOMEHa, MpaBWJ BXOXICHUS B CBA3b U aBTOPHU3ALMHU
[0JIb30BATENEH M MOCHEAYIONIUX IMOMNBITOK UX UMUTALMKU JJI NPOHUKHOBEHUS B
CUCTEMY

— BwmemarensctBo B mponecc ¢yHkimonupoBanus AC ceredr oOuiero
MOJIb30BAHMS C 1EJIbI0 HECAHKIIMOHUPOBAHHOM MOAM(UKAIIMKA JAHHBIX, TOCTYIa K
CBEJICHUSIM  OTPAaHUYEHHOTO  PACTIPOCTPAHECHMS, JI€30praHu3aluud  PabOTHI
noxcucteM AC u T.1I.

3.3.3. Ilyrm peanu3zanum HenpeIHAMEPEHHbIX TEXHOTeHHBIX YIrpo3
0e3onacHoCcTH HHpoOpMaIUU

— 3aKyIKd HECOBEPIIEHHBIX, YCTAPEBIIUX WM HETIEPCIIEKTUBHBIX CPEACTB
uHbopMaTH3aAIMK U NHOOPMAITMOHHBIX TEXHOIOTHH;

— aBapuU B CHUCTEMaX DJICKTPOMUTAHUS;

— aBapuU B CHCTEMaXxX OTOIUICHUS W BOJOCHAOXXECHHSI B HEMOCPEICTBEHHOMN
OJIM30CTH K TEXHUYECKUM CpeCcTBaM o0paboTku nH(popMaIuu;

— HapyIlIeHHe TEMIIEPaTypHOTO PEKMMa B TIOMEMICHUSX C KPUTHYECKUM
o0opy1oBaHUEM (CEPBEPHI, Y3IIbI CBS3M);

— HEYMBIIUJICHHOE TIOBPEKJCHUE BHEIMIHUX KaOEINbHBIX CHUCTEM CBS3HU
CTPOUTEIHHBIMA OpPTaHU3ANMAMHU, (PU3MUECKUMHU JIMIAMA W T.M. B PE3yJIbTATe
MIPOBEICHUS HECOTJIACOBAHHBIX pa0OT B MECTax MPOKIIAIKN Kabenel CBA3H;
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— BO3HUKHOBEHHME TIOKApOB B  HEMOCPEACTBEHHOW  OJIM30CTH K
TEXHUYECKUM CpEeJCTBaM 00pabOTKM HHQpOpMAIMU B pe3yjibTaTe HEUCIPaBHOU
AJEKTPONPOBOJIKM,  HEUCTPABHBIX  TEXHUYECKUX  CPEACTB,  HapYIICHUs
COTPYJHUKAMU MIPaBUJI MMPOTUBOIOKAPHON 0€301aCHOCTH.

3.3.4. IlyTum peanu3anuu HenpeJHAMEPEHHbIX CTUXUITHBIX YIPO3
0e3onacHOCTH HH(poOpMaLHU

— Paspyiienue 31aH1M, OTAEIBHBIX IOMEIIEHUM, B KOTOPBIX YCTaHOBJIEHBI
TEXHUYECKHE CpeacTBa o0paboTku HHGOPMALMM, XpaHWIMILA JaHHBIX B
pe3ysbTaTe CTUXUHHBIX OeNCTBUN (HABOJHEHWMM, 3eMIIETPSICEHUM, yparaHoB) B
paiioHe pa3MelleHust 00bekTa HHpopMaTH3aALUU Y UpeKACHUS

— BO3JeicTBUE aTMOC(HEPHOr0 3NEKTPUYECTBA HAa TEXHUYECKUE CPENICTBA
00paboTKK MH(pOpPMALIUU U CUCTEMbI oOecrieyeHus (JIEKTPONUTaHUE, OXPaHHAs,
NoKapHasi CUTHAJIU3AIMS U T.11.)

— BO3HMKHOBEHHME CTHUXMHHBIX OYaroB IIOKapoB (JIECHbIE TOXKaphbl) B
HEMOCPECTBEHHOM OJIM30CTH OT 00beKTa HH(OPMATU3AIUHU Y UPEKACHUS

3.4. Knaccupuxkanus HapymuTeseil HH(POPMALMOHHOH 0e30MaCHOCTH
Yupexknenus

[Ipu ananmuze yrpo3 uHPOpPMAIMOHHONW O€30MACHOCTH  HMCHOJb3YETCs
MOJENb HApYyIIHUTENs] 10 NPU3HAKY MPUHAMIEIKHOCTH K YupexleHus. B
COOTBETCTBUHM C 3TOH MOJEJBI0 BCE HAPYIIMTENH JENIATCS Ha JBE OCHOBHBIE
IPYIIIbI: BHYTPEHHHUE U BHELIHUE.

[log BHYTPEHHMMH HAPYLIUTEISIMU MOAPA3yMEBAIOTCS BCE COTPYIHUKHU
Vupexnenusi, HMMEKIINE CAHKUMOHUPOBAHHBIA JOCTYIl Ha TEPPUTOPUIO
Vupexnennss wunum Kk  pecypcam  AC. Ilog BHEWIHMMHM  HapyLIUTEISMHU
O/IPa3yMEBAIOTCSl BCE OCTAJIbHBIE JIUIIA.

BHyTpeHHUM HapymuTeneM MOXKET OBITh JIMIIO M3 CIEIYIONIMX KaTeropui
COTPYIHHUKOB:

— TOJB30BaTENN MH(POPMAIMOHHBIX PECYPCOB;

— 00cmyXuBarouui nepcoHanl (cucteMHble aAMUHUCTPATOPHI,
aaMuHUCTpaTopsl AC, aIMUHUCTPATOPHI 623 TaHHBIX, HHKEHEPHI);

— COTPYIHUKH-TIPOTPAMMHUCTHI, COMPOBOXKIAIONINE CHUCTEMHOE, O0IIee H
MIPUKJIATHOE TPOrPaMMHOE 00ECIIEUEHHUE;

— JOpyrue  COTPYAHUKM  TOAPA3ACICHUN  YUPEXKACHUS, HMEIOIINE
CaHKIIMOHUPOBAHHBIA JOCTYNl B 3JaHHS, TN PACIOJIOXKEHO O0OpyJAOBaHHE
nepemaun u 00padbotku nHpopManuu AC YdapexaeHus.

[Ipeanonaraercs, YTO HECAHKIMOHUPOBAHHBIA JOCTYH Ha OOBEKTHI
VYupexaeHusi MOCTOPOHHUX JIMIl UCKIIOYAETCS OpraHU3alMOHHBIMU Mepamu
(oxpaHa TEppUTOPUHU, OPTAHU3ALINS TPOITYCKHOTO PEXKUMA).

Buemnue Hapymurenu nHPOpMaIMOHHON O€30M1aCHOCTH

— JIMLA, CAaMOCTOSTEIbHO OCYILECTBIIAIOIIME CO3/IaHHE METOJOB U CPEICTB
peanu3alu aTak, a TakKe CaMOCTOSITENIbHO PEAM3YIONIUE aTaKu, COBEPIIAIOIINE
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CBOM JCHCTBHUS C LIEJIbI0 HaHECeHUs yiuepba YupexaeHus (chbeM HH(popMmanuwu,
UCKa)KE€HUE MH(OpMaLuK, pa3pylIeHUe CUCTEMHOr0 WK npukiagHoro [10);
[ToTeHManbHbIe HAPYLIUTENH EAATCSA HA TPU CPYIIIIHL:
| rpynmna - cyObeKTbl, HE UMEIOIIME TOCTYI B Mpeaesibl KOHTPOJIUPYEeMOn
30HBI YUpEKICHUS.

2 rpymma - CyOBeKThl, HE HMMEIIIHE JOCTyNl K padoTe CO IITaTHBIMU
cpeactBaMu AC VYupexaeHusi, HO HUMEIIIME JIOCTyN B IOMEIIEHHUs, TJ€ OHU
pa3MeIarTcs.

3 rpymnma — CyOBEKTBl, HMEIOIIME JOCTYNl K padoTe CO MITaTHHIMHU

cpeactBamMu AC YupexaeHusl.

KBanudukanus noTeHIuaibHOr0 HAPyIIUTES.

A — He gBIISIeTCS CHEUAIUCTOM B 00JIACTH BIYUCIUTETIBHON TEXHUKH.

B — cambIii HU3KUN ypoBEeHb BO3MOXXHOCTEH — 3aIlyCK 3ajaa4 (Iporpamm) u3
(¢uKcUpoBaHHOTO Habopa, peanu3yloIIMX 3apaHee MpPelyCMOTPEHHbIE (YHKUIUU
npu 00padoTKe nHMOPMAIIIH.

C — BO3MOXXHOCTH CO37aHUs M 3allyCKa COOCTBEHHBIX MPOrpaMM C HOBBIMHU
dyHKIMsAMH 110 00paboTKe HHPOPMAIIHH.

J1 — BO3MOKHOCTh yHpaBlieHHs] (PYHKIIMOHUPOBAHUEM aBTOMATU3MPOBAHHOU
CUCTEMBI, T.€. BO3/IeiicCTBEM Ha 0a30BO€ MPOrpaMMHOE 00ECIICUeHHE CUCTEMBI, Ha
KoH(pUrypamuwo ee 060py10BaHUs.

E — Bximouaer Bech 00BEM BO3MOXKHOCTEH JIMI, OCYIIECTBIISIOIINX
IPOEKTUPOBAHUE, peanu3aluilo W PEMOHT  TEXHUYECKUX  CPEACTB
aBTOMAaTU3UPOBAHHOM CHCTEMBI, BIUIOTh JO BKIOUeHUss B coctaB AC
COOCTBEHHBIX TEXHHUYECKHUX CPEACTB C HOBBIMH (YHKIUSMU 10 00paboTkKe
uHdOpMaIHH.

Hapsny ¢ knaccudukanmeit, TmpuBEACHHON  BBIIE, HApYIIUTEICH
WH(POPMAIIMOHHON O€30MacHOCTH MOMKHO pAa3AeiUTh Ha CIEIYIONINE BHUABI -
HEOCTOPOXKHBIE (XaJaTHBIE), MAHUIYJIUpYyeMble, CA0OTaXKHUKH, HENOSUIbHBIE H
MOTUBHUPYEMBIE U3BHE.

3.5.  O0GoOmeHHast Mo/IeJIb YIPO3 0€30MacHOCTH HH(pOpMATUH
Yupexkaenus

Yrposa Hcrounuk Cnoco0bI peajim3anum yrpos
uH(pOpMAITHOHHOMI yrpos
0€e30IaCHOCTH
|. Tlonryuenue 1. a) Pasrnamenue, nepenaya win yrpata
uHpopMaIuu AHTpPOIIOT€HHBIN aTpuOYTOB pa3rpaHUYEHHUs JOCTYIA

6) BHe)IpeHI/Ie Ar¢HTOB B YHUCJIO IIEPpCOHAJIa
CHUCTCMBI

B) XullleHne HocuTenei nudopManuu

r) HezakoHHoe nostyyeHue naposieit u
JPYrUX PEKBU3UTOB pa3srpaHUYEHUs JOCTYIA

1) HecankunonupoBaHnHas MO Iu(pUKALINS
MPOrPaMMHOTO 00eCTIeYeHHS

C) HCpCXBaT JaHHBIX, MEPCAABACMBIX 1O
KaHaJ1aM CBs3HU
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Yrposa
uHGpopMaLHOHHOH
0e30macHOCTH

HcTouHukK
yrpos

Cnoco0bl peajim3anum yrpo3

) HecaHKIIMOHUPOBAaHHOE KOIIMPOBAHUE
HOCHTEeNeH HHPOPMAIIMH, YTCHUE OCTATOYHOM
UH(POpPMALIUU U3 ONIEPATHBHOM MaMSTH U C BHEIITHUX
3alIOMMHAIOIUX YCTPOKCTB

Il. Ananus
XapaKTePUCTHUK
uHpOpMAIUH

1.

AHTpPONIOT€HHBIN

a) XUIIeHne HOCUTENe NHPOPMALTIH
XHUIICHUE TPON3BOJICTBEHHBIX OTXOJIOB

0) uTeHue 0CTaTOUYHOW MHPOPMALIUH U3
OTIEPATUBHOW MaMSTH U C BHEITHUX 3alTOMHHAIOIIAX
YCTPOWCTB

B) HecankimonnpoBanHas Mo udukanus
MIPOrpaMMHOTO 00eCTIeUeHUs

r) [lepexBar qaHHbBIX, I€peIaBaEMBbIX IO
KaHAJIaM CBSI3M, U UX aHAJIN3

1.
N3menenne
(uckaxxeHue,
Mo IMEHa)
uHpopmanuu

1.

AHTPOTIOT€HHBIN

a) HecaHKIIMOHMPOBAHHBII 3aITyCcK
TEXHOJIOTMYECKHUX MPOTrpamMM, CIIOCOOHBIX MpHU
HCKOMIICTCHTHOM HCITIOJIB30BAHWU BBI3BIBATH
MOTEPI0 PAOOTOCTIOCOOHOCTH CUCTEMBI (3aBUCAHUS
niim SaHI/IKHI/IBaHI/ISI) HJIN OCYIIECTBIIAOIINX
HeO6paTI/IMI)Ie N3MCHCHHS B CUCTEMEC
(bopmaTupoBaHUE WU PECTPYKTYPHU3AITHIO
HOCHUTENeH nHBOPMAIMH, yAaJeHue JaHHBIX U T.11.)

0) Henpennamepennoe 3apaxeHue
KOMIBIOTEPA BUPYCaAMH

B) BBO OMIMOOYHBIX JAHHBIX

r) BmemaTtenscTBO B mpoliecc
dbynakmonupoBanus AC cereid 001Iero
NI0JIb30BAHHUS C [IEJTbI0 HECAaHKITMOHUPOBAHHOMN
MO TM(UKAIIIH JAHHBIX

2.
TexHoreHHbIN

a) dBApHH B CUCTCMAX JJICKTPOIIUTAHHA

0) HapylIeHHE TEMIIEPaTypHOTO peKUMa B
MOMEILEHUSAX C KPUTHUECKUM 000pyI0BaHUEM
(cepBepbl, Y37IbI CBSI3U) B pe3yJIbTaTe
HEUCIPABHOCTH CUCTEM KOHAMIIMOHUPOBAHUS

V.
Hapymenue
nHpopManuu

1.
AHTpOTIOTreHHbIN

a) JleficTBUS COTPYIHUKOB, MPUBOAAIINE K
YaCTUYHOMY WJIH MOJIHOMY OTKa3y CUCTEMbI WU
HapYIICHUIO pabOTOCTIOCOOHOCTH arMapaTHbIX WK
MIPOrPaMMHBIX CPEICTB

6) HecaHKIIMOHMPOBAaHHOE BHEAPEHUE U
UCIOJIb30BAHUE HEYYTEHHBIX MPOTPaMM (UIPOBBIX,
00yyaromux, TeXHOJIOTUUYECKUX U IPYTUX, HEe
SBIISIOIIMXCS HEOOXOAUMBIMHU JIJIs1 BBIOJTHEHUS
COTPY/IHUKAaMH CBOUX CITY)K€OHBIX 00s13aHHOCTEH) C
HOCJeYIOUMM HeOOOCHOBaHHBIM PacX0J0BaHUEM
pecypcoB (IIPOLIECCOPHOTO BPEMEHHU, OIIEPATUBHOM
naMsITH, TaMATH Ha BHEIIHUX HOCUTEISX U T.I1.)

B) HenpennamepeHnHoe 3apaxeHue
KOMIIBIOTEPA BUPyCaMU
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Yrposa
uHGpopMaLHOHHOH
0e30macHOCTH

HcTouHukK
yrpos

Cnoco0bl peajim3anum yrpo3

r) UrHopupoBaHue opraHu3aliOHHbIX
OTpaHHuYEHUH (YCTaHOBJIECHHBIX MPABWII) IpU padboTe
B CHUCTEME

1) BBO1 O111MOOYHBIX TaHHBIX

2.

TexHoreHHspIi

a) aBapuu B CUCTEMAX dJIEKTPONUTAHUS

0) HapylIeHHE TEMIIEPATYPHOTO pexuMa B
MOMEMICHUSAX C KPUTUIECKUM 000pYyIOBaHUEM
(cepBepbl, Y376l CBSI3H) B PE3yJIbTaTe
HEHCIIPABHOCTH CUCTEM KOHJIUITHOHUPOBAHHUS

V.
Hapymenne
paboTocrnocobHOCTH
CHCTEM

1.

AHTpPONIOT€HHBIN

a) JleficTBUS COTPYAHUKOB, IPUBOASIINE K
YaCTUYHOMY WJIH MOJIHOMY OTKa3y CUCTEMBbI WU
HapyIIEHUIO pab0TOCTIOCOOHOCTH aIMmapaTHBIX UK
IPOrPaMMHBIX CPEJICTB

0) ®uznueckoe pa3pylieHHe Uil BbIBOJ U3
CTPOA BCEX UIIN OTACIBbHBIX HanboJiee BaKHBIX
KOMIIOHEHTOB aBTOMaTH3HpOBaHHOﬁ CHCTEMBbI

2.

TexHoreHHbII

a) 3aKyNKH HECOBEPIIECHHBIX, YCTAPEBIINX
WM HETIEPCIIEKTUBHBIX CPEACTB MHPOPMATH3ALUHU U
MH(OPMALIMOHHBIX TEXHOJIOTHl;

0) aBapu¥ B CUCTEMaX AJICKTPOIUTAHUS;

B) aBapvH B CUCTEMaxX OTOTUICHUS U
BOJIOCHA0KEHUSI B HETIOCPEACTBEHHOM OJIM30CTH K
TEXHUYECKUM CpeACTBaM 00paboTKU WH(pOpMaIny;

I') HApyIIEHHE TEMIIEPATYPHOTO PEKUMA B
MIOMEMICHUSAX ¢ KPUTUIECKUM 000pYyI0BaHUEM
(cepBepbl, Y376l CBSI3H) B PE3yJIbTaTe
HEHCIIPABHOCTH CUCTEM KOHJIUITHOHUPOBAHHUS;

,I[) HEYMBIIIJICHHOC ITOBPEKACHUSA BHCITHUX
KaOeILHBIX CUCTEM CBSI3HU CTPOUTECIIbHBIMU
OpraHu3aliusiaMu, (bI/I3I/I‘IeCKI/IMI/I JIMIaMu 1 T.II. B
PE3YIbTAaTE MPOBCACHUA HECOTITIACOBAHHBIX pa60T B
MCCTax IMPOKIIaJIKH Kabemen CBA3HU,

€) BOBHUKHOBCHHE TI0KapPOB B
HETOCPEICTBEHHOM OJIM30CTH K TEXHHUYECKHM
cpenctBam o0paboTku HHGOPMAIUH B pe3ylIbTaTe
HEHCIIPABHOM 3JICKTPONPOBOIKH, HEHUCIIPABHBIX
TEXHUYECKUX CPEJCTB, HAPYIICHUS COTPYTHHUKAMH
MPaBIJI TPOTUBOMOXKAPHON 0€30MaCHOCTH.

3.
CTUXUNHBIN

a) Pa3pymienue 3nanuii, OTAETBHBIX
IOMEIIEeHUM

0) Bo3aEHCTBUE aTMOC(HEPHOTO
JIIEKTPUYECTBA

B) BO3HHUKHOBEHHUE CTUXMHHBIX 0YaroB
IMOXXapoB

Hanoxxenne yrpo3

O0e3zonmacHocTH UWH(OpPMAIIMKM HAa MOJAEIb

NTKC

VYupexnenus (Puc.l) mo3BosisgeT B mepBoM MPUOIMKEHUN OIEHUTh X OMAacHOCTh
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M METOJIOM HCKJIIOYEHHUS OINpENeNuTh HaulOojee aKTyaJdbHbIE IJIsi KOHKPETHOIO
oObekTa 3aumThl. KpoMe TOro, MOKHO OLIEHUTh 00BEMBI HEOOXOAUMBIX PadbOT U
BbIOpaTh MarucTpajbHOE HampaBlieHHEe 10 OO0eCleueHru0 0e30MacHOCTU
uH(pOopMaIu.
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4, OPT'AHMU3BAIUA CUCTEMbI OGECIIEHEHUSA
UH®OPMAIIMOHHOM BE3ONACHOCTH YUPEXJIEHUSA

4.1. Opra"Hu3alMOHHO-LITATHASA CTPYKTYpPA NMoApa3aeieHui
0TBEYAIOUIUX 32 o0ecriedyeHre HHGPOPMALMOHHON 0€30IACHOCTH Y YpeKIAeHUs

OO6miee pyKOBOACTBO CHUCTEMOM HWHGOPMAMOHHONW 0€30MacHOCTH H
NPUHATHE BCEX PEIICHUN MO BOIMpocaM €€ (YHKUMOHUPOBAHUS OCYUIECTBISET
PykoBonurens YupexneHus.

PykoBOACTBO M KOHTPOJb 32 BBINOJHEHHWEM MEPONPUSATUN MO 3aIIUTE
uHGOpPMAILIMK B OJpa3eIeHUSIX Y UPEKICHUS OCYIIECTBISIOT X PYKOBOJIUTEIH.

4.2. Ilopsimok pa3padoTKH M IKCILUIyaTAllMd CUCTEMbI olecreyeHHs
HHGOPMAITMOHHOK 0€30MaCHOCTH Y YpeKAeHUsA

JKu3HEeHHBIN IUKII CUCTEMBI 0OecrieueHrss HHPOPMAITMOHHON 0€30MacHOCTH
YupexxaeHuss  BKJIOYaeT dTall  pa3BEepPThIBAaHUSA W OTamlbl  MOCTOSIHHOTO
(GYHKIIMOHUPOBAHUS U COBEPIIICHCTBOBAHUS.

K wmomeHnTy Hauama pa3BepThIBaHUA CHCTEMbl HHGOPMAIMOHHON
0€30MacHOCTH JIOJDKHBI OBITh YTOYHEHBI U yTBEPKJACHBI PyKkoBOACTBOM IpaBa H
00sI3aHHOCTH YYaCTHUKOB pPabOT Mo 3amuTe WHOOPMAlMM B COOTBETCTBHH C
nanHor Konmenmueid. JlomkeH ObITH pa3paboTaH M YTBEPXKICH IUIaH-Tpaduk
pa3BepThIBAHUS CUCTEMbI HH(POPMALIMOHHON 6€30MacHOCTH Y UpexKACHUS.

OcHOBHBIE 3Talbl Pa3BEPTHIBAHUS CHUCTEMBbI JOJKHBI BKJIIOYATh B ceOs
NIOCJIEIOBATENIBHOE MPOBEACHUE CIEAYIOIINX MEPOITPUSTHIA:

- Wzpanme Ilpukaza mno VYupexaenus o0 OpraHuzalid CHCTEMBbI
uH(OPMAIIMOHHON 0€30TaCHOCTH.

- Pa3zpabotka m yroyHeHue (QYHKIUNA pa3IMUHBIX [OJpa3ICICHUA H
CTPYKTYp, pacmupenereHre IpaB M O0O0s3aHHOCTEH MOApa3ieNieHuid B CHUCTEME
UH()OPMAIIMOHHON 0€30MacHOCTH Y UpEeKICHHS.

- Haznayenue agMuHUCTpaTopa 0€30MaCHOCTH.

- YTO4yHEeHHE cocTaBa aIMUHUCTPATOPOB ceTe, b/l u cucrtem.

- TloaroroBka Kk ”HGOPMAIIMOHHOMY OOCJIEIOBAHUIO B TIOJIpa3ICICHUSIX.

-  HMudopmanronHoe oOciae0BaHNE TTOAPA3ACTICHUNA Y UpeKICHUS.

- Ornpenenenue nepeyHs yrpo3, MOJEIM HapylIuTens, TpeOOBaHUN K
cucreMe HHPOPMAITMOHHOHN 0€301TaCHOCTH;

- Pazpabotka (mopaOoTka) HOPMATHBHO-METOAMYECKOW 0a3bl CHCTEMBI
obecrieueHus1 MHPOPMAITMOHHONW 0€30MacHOCTH;

- BBoxm cmcrembl oOecrnedueHus WH)OPMAIMOHHOW 0€30MacHOCTH B
JICHCTBHUE;

- KareropupoBanue nHQOPMALIMOHHBIX PECYPCOB Y UPEKICHUS;

- Arrectanus 00beKTOB MHPOPMATU3AIMHN YUPEXKACHUS 110 TPEOOBAHUAM
0e30macHOCTH UHPOPMAITUH.

- Tlomnepxka cuctembl oOecrnieueHus: HHPOPMAITMOHHON 0€30MacHOCTU B
paboTOCTIOCOOHOM U aKTYaJlbHOM COCTOSIHHH.
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4.3. Oprasm3anusi CcHUCTeMbl KOMILUIEKCHOIO MOHMTOPHMHIa W
KOHTPOJISAA COCTOSAHUS HH(POPMALIMOHHOM 0€30MaCHOCTH YYpeKAeHUs

KoHTponb W KOMIUIEKCHBII ~ MOHHTOPHUHT  COCTOSIHHSI  CHCTEMBI
nHQOpMAIIMOHHOM  0€30MacHOCTH  YUpEXKJACHUS  BBIMOJHSIETCS C  LEJbIO
oOecrieueHUs] HAJEKHOCTH M  YCTOWYUMBOCTU CHUCTEMBl HH(POPMAIIMOHHOM
O0e3omacHOCTH, oOOecredyeHus JOBEepUsl K HEeHl M TapaHTUH BBINOJHEHHUS
TpeboBanuit mo Ub.

3aaun  KOHTPOJISI M KOMIUIEKCHOTO  MOHHUTOPUHTA  COCTOSIHHS
MH(OPMAIMOHHON 0€30MaCHOCTH:

— OIpeJeNeHne KPUTEPUEB sl OLICHKU 0e30MacHOCTH CYIIECTBYIONIUX U
CO3/I1aBacMbIX CHCTEM B paMKax HWH(POPMAIIMOHHO-TEICKOMMYHUKAIIMOHHON
CUCTEMBI Y UPEIKICHHUS;

— OIpeJeNeHne COOTBETCTBUS WM HECOOTBETCTBUE CO3/IaBa€MbIX U
CYILIECTBYIOIIUX CUCTEM ITUM KPUTEPUSIM;

— ¢opMynupoBKa 00OCHOBAHHBIX MPEJIOKESHHUIN MO COBEPIICHCTBOBAHUIO
CYIIECTBYIOIIUX METOJIOB M CUCTEM OOECTICUCHHS 3alUIIIEHHOCTH, 0€30MMacHOCTH
U JIOCTOBEPHOCTH WH(}OpMaMK B TEX CiIydyasX, KOTrJa OHU HE YJIOBJICTBOPSIOT
UMEIOIIUMCS KPUTEPHUSIM.

JIns oCyIIecTBICHUST KOHTPOJSL BBIMOJHEHUS TPEOOBAaHUM JOJKHA OBITh
OpraHM30BaHa CUCTEMa OTYETHOCTHU O BBHIMOJHEHUU TPeOOBaHMI MO O€30MACHOCTH.
OT4eTHOCTh JIOJDKHAa BECTUCh OTBETCTBEeHHbIM 3a Wb cooTBercTBY!OIIETO
pabouero Mecra, mpolecca, CHUCTEMbl WIM OpPraHU3alMOHHON CTPYyKTyphl. C
3aJIaHHON TIEPUOJUYHOCTHIO OTYETHOCTh JIOJDKHA OTHPABIISITHCS PYKOBOACTBY. Ha
OCHOBAaHHUU 3THX JAHHBIX PYKOBOJACTBO CMOET peajbHO OLIEHMBATh CUTYAIIUIO C
COCTOSIHHEM 0€30IaCHOCTH BO BCEX IMOAPA3ACIICHUAX YUpEKACHUS.

OcHOBHBIE oOmepaluu MO YYeTy W KOHTPOJIO BBITIOJHEHHS TpeOoBaHUM
JOJIKHBI OBITh ABTOMAaTU3UPOBAHBI.

OO053aHHOCTU MO KOHTPOJIIO PACIPEACIAIOTCS MEXKY HCIOJIHUTEIbHBIMU
opraHaM# CUCTEMbI HH()OPMAIIMOHHON 0€30IMacCHOCTH CJICAYIOIHUM 00pa3oM:

— aaMmuHucTpatopel cucteM, CVYDBJl, ceTeli KOHTPOIUPYIOT TEKYIIEe
cocTostHue nH(popManmoHHou 6e3omacHocTH B cuctemax, CYB/, cersx;

— COTPYAHUKH TOAPA3NAECICHUS KOHTPOJIUPYIOT TEKYLIEEe COCTOSHHUE
nH(pOpMaMOHHOM 0€30IaCHOCTH Ha CBOMX PaOOUYMX MECTax.

Meponpusitus 1j1si OpraHu3alMu CHCTEMbI KOMILIEKCHOTO
MOHHMTOPHUHIA U KOHTPOJISI COCTOSIHUSA MH(POPMALMOHHON 0€30IIACHOCTH

JlolbkHa OBITH  OpraHM30BaHa CHCTEMA HEMPEPBIBHOTO KOHTPOJA 3a
COCTOSIHHE CUCTEMbI HH(POPMAIIMOHHOM 0€30MMaCHOCTH CIIEIYIONTUM 00pa3oM:

— OompenelieHWe TepPeYHs TMOAPA3JCICHU, padOdYuX MECT, CHCTEM,
MPOLIECCOB, MO KOTOPbIM JOJKEH MPOBOJAUTHCS KOHTPOJb BBIMOJHEHUS
TpeOOBaHUM.

— OIpeJeNieHre CIUCKa TPEOOBaHUM, JUIsl KAXKJIOM CTPYKTYPHOU €TUHUIIBI.

— opraHu3zaiusa coopa OTYETHOCTH O BBINOJIHEHHH TpeboBanuii mo Ub.
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— o00paboTka W aHanu3 coOpaHHBIX (OPM OTYETHOCTU BBIBOJAAMH O
BBINIOJIHEHNHU TPeOOBaHUI;

— TEepUOJUYECKHI MEPECMOTP CUCTEMBI TpeOOBaHUM

— KOHTPOJIb MOJHOTHI U HEMPOTUBOPEUYNBOCTU CUCTEMBI TPEOOBAHMIA.

Pemenue Bcex MepedyMCIEHHBIX 3a/lady JOJKHO OBITh aBTOMAaTHU3MPOBAHO
MyTEM HCHOJb30BAHUS HEOOXOJUMBIX MPOTPAMMHBIX CPEACTB  KOHTPOJIS
BBITIOJTHEHUS TPEOOBAHUM.

[ToMuMoO €XeTHEeBHOI'O0 KOHTPOJISI AOJKHBI BBINOJHATHCA MEPUOANYECKHE
OPOBEPKH OPraHU3allMd U COCTOSIHUS MH(OPMAIMOHHON O€30MacHOCTH, B TOM
quclie:

[IpoBepku opraHu3al U COCTOSIHUA HWH(GOPMAIIMOHHONW O€30MacHOCTH
npoBozsaTcs B noapasnaeneHusx U B UTKC Yupexnenus u MOTYT ObITh:

- IJJAHOBBIMU;

- BHE3AITHBIMU;

- o ¢akTaM HapylieHus UHPOPMAITMOHHOM 0€30MaCHOCTH.

[InaHoBBIE TIPOBEPKU MPOBOASTCS B COOTBETCTBUHM C ToJ0BbIM I[limanom
IPOBEPOK, YTBEPKIAETCS PYKOBOJIUTEIEM YUPEKICHUS U PacChLIAETCS BO BCE
nojpasfenaeHus. B Xoze MIaHOBBIX MPOBEPOK JOJKHA MOJHOCTHIO MPOBEPSATHCS
BCsI OpraHu3aIys CUCTeMbl HH(POPMAITMOHHOM 0€30MacHOCTH ToIpa3IeIeHUs.

[IpoBepku mo dakram HapyuieHUss WHGOPMAIMOHHONW 0€30MacHOCTH
IPOBOJATCS MOCJE TOTO, KaK HapylleHHe ycTpaHeHo. IIpoBepka mpoBoaMTCS C
IEJIbIO BBISIBJICHUE NMPUYUH M TMPEANOCHIJIOK HapyIIeHHs W BBIpAOOTKA Mep IIO0
NpeynpeskIeHNI0 MOAOOHBIX HapyIlleHnH B AanbHeimeM. [IpoBepka nmpoBoauTcs
B 00s3aTEIbHOM TMOPSAKE MO KaKIOMYy (DakTy HapylieHUsT HE3aBHCHMO OT €ro
IIOCJIEICTBHH.

Pe3ynbpTaThl Bcex mpoBepok 0pOpMIISIIOTCS B BHI€ aKTaMU C HEOOXOIUMBIMU
B KQ)KJIOM KOHKPETHOM CITy4ae MPHUIIOKEHUSIMU.

Anmvunuctpatopel cuctem, CYBJl u cereli KOHTPOJUPYIOT COCTOSIHUE
MH(GOPMAIIMOHHON 0€30MaCHOCTH Ha TOJIBEIOMCTBEHHBIX ydacTKax. C 3TO 1enbio
OHH:

- KOHTPOJMPYIOT IPABUIBHOCTH BBINIOJHEHUS COTPYIHHMKAMU JEUCTBHI IO
J0CTyIy K 00BEKTaM UH(POPMAITMOHHOW CUCTEMBI;

- aHAJIM3UPYIOT COCTOSTHUE MHPOPMAIIMOHHOM CHUCTEMBI C IIEJIbIO BBISIBICHUN
MOMBITOK HECAaHKIMOHUPOBAHHOIO JOCTYIa M HCIOJB30BaHUS MH()OPMAIIMOHHBIX
cpenctB u uHpopmauy;

- KOHTPOJMUPYIOT  MPaBHIBHOCTH UCITIOJIb30BaHUS UMEIOLIUXCS
KOJIJIEKTUBHBIX U MHAUBUIYAIBHBIX CPEJCTB HHPOPMAIIMOHHOM 3aIIUTHI.

B ciyuae BbIiBI€HUSI KaKUX-TUOO OTKIOHEHUW WM HAPYIIEHUH B CUCTEME
MH(POPMAITMOHHON 0€30MacHOCTH AAMHHHUCTPATOPbl OE30MaCHOCTH MPUHUMAIOT
Mepbl K HX YCTPAaHEHHMIO CaMOCTOSTEIbHO, WJIM YEepe3 PYKOBOIAUTEI
COOTBETCTBYIOLIEr0 nojapasneneHusi. OTBETCTBEHHOCTh 3a MPUHATHE 3TUX MEp H
COOOIIEHHE O MPOUCLIEAIIEM PYKOBOJIUTEO HECET aIMUHUCTPATOP.

CoTpyaHUKH NOAPA3AEICHHS aHAIU3UPYIOT COCTOSIHUE CBOMX pAa0OUYUX MECT
C LEJIbIO BBISBIICHUS MOIBITOK HECAHKIIMOHMPOBAHHOTO TOCTYIA U MCHOJIb30BAHUS
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MH(OPMAIMOHHBIX CPEACTB U MH(pOpManuu. B ciydae BbISIBIEHUS TaKMX MOMBITOK
COTPYIAHUK coo0O0IIaer 00 ATOM aJIMHHUCTpATOpy O€30MacHOCTH OpraHU3alUU U
PYKOBOJIUTENIO CTPYKTYPHOTO MOAPA3ACICHHUS.

st 5pEeKTUBHOTO KOHTPOJISI COCTOSIHUSA MHPOPMALMOHHON 0€30MacHOCTH
HEOOXOIMMO TMPOBECTU O0yYEHUE COTPYIHUKOB MOJApa3JeICHUN YUpexKIeHUs C
LEJIbIO MOBBIIICHHUS] YPOBHS MX OCBEJOMJIEHHOCTH B BOINpOCaxX MHPOPMALUOHHOM
0€30MacHOCTH.

JUist opraHu3alid KOHTPOJIE M KOMIUIEKCHOTO MOHMTOPUHIA CHCTEMBbI
nH(pOpPMAIIMOHHONW  0€30MacHOCTH  HEOoOXOAUMO  pa3paboTarb W BHEJAPUTH
CJIEIyIOIIME OpraHU3alMOHHO-PACIIOPSAUTENIbHBIE W HOPMAaTUBHO-TEXHUYECKUE
JOKYMEHTBI:

— Pernament paccieioBaHus UHIUJICHTOB UH(GOPMAIIMOHHON
0e301acHOCTH;

— JlomxHOCTHBIE MHCTPYKIIMK afMUHUCTpaTOopoB cuctem, CYBJI, ceteit (B
TOM YHCII€ pa3lielibl, Kacallluecs OpraHu3alMu KOHTPOJIE M MOHUTOPUHTA
uH(OPMAIIMOHHOM 0€30TIaCHOCTH);

— [IlamsTka coTpyanuka YupexxaeHus mo HHGOPMAaIMOHHON 0€301MacHOCTH;
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5.  MEPOIIPUSTHS 11O PEINEHUIO 3AJIAY OGECHHEYEHMUSI
UH®OPMAIIMOHHOM BE3ONACHOCTH YUPEXJIEHUSA

5.1.  OpraHu3zanuoHHO-pe:KUMHbIE MEePONIPUATHS

Brimonnenwne OpTaHU3AIMOHHO-PEKIUMHBIX MEPOTIPUATUN pu
obecrnieueHnU H()OPMAIIMOHHOM 0€30MaCHOCTH MPEIO0JIaraeT:

— KaTreropupoBaHuME€ OOBEKTOB HHPOpMATHU3AlMM  YUPEKIEHUS B
COOTBETCTBHH C PYKOBOSIIMMH HOPMAaTHBHO-METOJUYECKUMH TOKYMEHTAMU 10
3amute uHpopmaruu PO;

— pasrpaHHuYeHUE JI0TTyCcKa K UH(POPMAIIHOHHBIM pecypcam
OTPaHUYCHHOTO PACIIPOCTPAHCHUS;

— pasrpaHMYEHHS JOMYyCcKa K MporpaMMHo-amnmapaTHeiM pecypcam MTKC
Yupexaenus;

— BEJCHHE YyuYeTa O3HAKOMIICHUS COTPYJHUKOB C HH(OpMAaIei
OTPaHUYCHHOTO PACIIPOCTPAHCHUS;

— BKIIOYCHHE B  (YHKIMOHAIBHBIE  OOS3aHHOCTH  COTPYJAHHKOB
00s13aTeNbCTBA O HEpasMJIAICHHH W COXPAHCHHWH CBEJICHUH OTpaHHMYEHHOTO
pacmipocTpaHeHHs;

— OpraHu3anus YHHYTOXXKEHUS HWH(OPMAIMOHHBIX OTXOAO0B (OyMaXKHBIX,
MarHUTHBIX U T.1.);

— BEJIEHUE y4YeTa OTUYK/IaeMbIX HOCUTENEeH nHpOpMaIIIH;

— opraHuzanus ¢ OCYIIECTBICHHE TEPUOAMYECKOr0 KOHTpPOJS 32
obecrnieueHueM HHPOPMAITMOHHOM 0€30TaCHOCTH;

— opranmzanua ydera CK3U, xmrodeit mudpoBaHuss W MOANUCH, HX
XpaHEHHUs, SKCIUTyaTallui U YHUUYTOKECHHUS.

B cooTBeTCTBUU C BbIlIEYKa3aHHBIMU 3aJlayaMu HEOOXOIUMO pa3paboTaTh
WIH aKTyaJIn3uPOBAThH KOMILJIEKT CJIETYIOIINX OpraHu3aluoOHHO-
pactopsIUTEIbHBIX JOKYMEHTOB:

— METOJMKa KaTeropupoBaHus OOBEKTOB HHPOpMATHU3AINH Y UPEKICHHUS;

— TepeYeHb KPUTUYHBIX HH(DOPMAIIMOHHBIX PECYPCOB Y UPEIKICHNUS;

— perjamMeHT TpeJOoCTaBIeHUs JOCTyna K HWHPOPMAMOHHBIM U
MIPOrpaMMHO-aIapaTHRIM pecypcaM Y upeKIeHuUS,

— JIOJDKHOCTHBIE ~ OOSI3aHHOCTHM  COTPYAHHUKOB  YUpeXICHHS IO
obecrieueHNIO0 HHPOPMAITMOHHON OE30ITaCHOCTH.

5.2. Meponpusitus no ¢pusudeckoi 3amure 00beKTOB U CPEICTB
uHopMaTH3aALHUU YYpeKIeHU

Obecneuenne  ¢usmueckoid  Oe3omacHOCTH  Bcell  MHOOPMAIMOHHO-
TEJICKOMMYHHKAIIMOHHOW CHCTEMBI YUPEKJICHUS U OTHECIBHBIX €€ 3JIEMEHTOB
SABJISCTCS OJAHOM W3 OCHOBHBIX 3a7ay, PEIIAeMbIX MOJCUCTEMOMN 3aIUTHI
nHopmanu. Ou3nvecKkue Mephl 3alUThl OCHOBAHBI Ha MPUMEHEHUHU PA3HOTO
poAa MEXAHUYECKHUX, JJIEKTPO- WIM 3JIEKTPOHHO-MEXAHWUYECKUX YCTPOWCTB H
COOpPY)KEHHUH, CHEeUHAIbHO NPEAHA3HAUYCHHBIX [JI1 CO3JaHUsl (PU3MUECKUX
MPENATCTBUN HA BO3MOXKHBIX MYTSIX MPOHUKHOBEHHS U JOCTYIA MOTEHIUATbHBIX
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HapyuIuTeNe K KOMIOHEHTAM CHUCTEMbI U 3alUIIAeMOld MHPOpMaLUU, a TaKxKe
TEXHUYECKUX CPEACTB BHU3YaJbHOIO HAOJIONEHMS, CBSI3M U  OXpPAaHHOU
CUTHAJIM3AIIIH.

duznyeckas 3allUTa HalpaBjieHa Ha o0ecreyeHue 6e30MacHOCTHU

- nepuMmeTpa HUHGOPMALMOHHON CHCTEMbl (3aIUTa KOHTPOIUPYEMOM
30HBI);

- NEepUMETPa OTAEJbHBIX 0OBEKTOB CUCTEMBI (BBIACIICHHBIX TEPPUTOPUH,
3MaHUN, TTOMEIICHHH ),

- HocuTeleld uHpopMaluu, 000pyIOBaHMs U KaHAJIOB Mepeadyn JaHHbIX,
XpaHALUX, 00padaThIBAIONIMX U MEepeAaronnX HH(OPMAIMI0 B OTKPHITOM BUJE
(MarHUTHBIX W OyMaXHBIX HOCUTENeW WH(OpPMAINK, HIKPAHOB MOHHTOPOB,
CEpBEPOB U PabOYMX CTAHIUN, OTKPHITHIX KAHAJIOB CBSA3H U T.I1.);

- KJIIOYEBBIX 3JIEMEHTOB KpUNITOrpaUuECKUX U NapOIbHBIX CUCTEM;

OCHOBHBIMHM  HAmNpAaBJICHUAMH  (U3HYCCKOW  3aIUTBHl Y UPEIKICHUS
SIBIISTFOTCSI .

- KOHTpPOJIb du3HIecKoro J0CTyIa K 000pYyI0BaHHMIO, Ha
KOHTPOJIUPYEMYIO TEPPUTOPHIO U B TIOMECIIICHHUS,

- oOecneueHne 0€30IMaCHOCTH KaOCIbHON CHCTEMBI;

- oOecricueHne  0€30MACHOCTH TIPH  YTHWIM3alMA  OTPabOTaBIIETO
000OpyIOBaHUS U HOCHUTEJICH MH(POPMAIIHH;

- obecrieueHue 06€30MaCHOCTH PabOYUX MECT.

KouTpons ¢puzndeckoro gocrymna Kk 000pya0BaHUIO, HA KOHTPOIUPYEMYIO
TEPPUTOPHUIO U B IOMEILIECHHUS

Ha Tteppuropun VYupexaeHus W TEPPUTOPUAIBHBIX MMOAPA3IACICHUN
cleAyeT YCTaHOBUTh HAJJIekKallMid KOHTPOJb J0ocTyna B nomeunieHud. IIpaBuna
JOCTYIIa HAa TEPPUTOPUIO JOJIKHBI PETrJaMEHTHPOBATHCS COOTBETCTBYIOUIUM
MOJIOKEHUEM (MHCTPYKITUEH ).

JIns1 pa3rpaHuyeHus AOCTYIAa B MOMEIIEHUS, TJI€ pacloaraeTcs CEPBEPHOE
o0opynoBanue W apyrue kputudecku BaxHbie 00bekThl MUTKC VYupexnenus,
1esecoo0pa3Ho  MCIOIb30BaTh CHCTEMBbI (pu3znueckoi 3ammTel. Heobxommmo
cOOI0IaTh CIEIYIONIME TTpaBuia TOCTYTA B TOMEIIECHUS

- Bo Bcex mnoapazgeneHusx VYupexaceHUS HEOOXOIUMO HCKIIOYUTH
HECAHKIMOHUPOBAHHOE HAXOXIEHUE MOCTOPOHHUX JIMII, aTa U BpeMs MX BXOJa
Y BBIXO/1a JIOJ>KHBI PETUCTPUPOBATHCSL.

- lloceturenn MOOMKHBI HOCUTH Ha OACKIAE XOPOLIO pPa3IuYUMBbIE
UJCHTU(UKAIIMOHHbBIE KaPTOUKH;

- Heobxommmo HeMmenmeHHO W3BATH MpaBa JOCTyNa B 3alUIICHHBIC
007acTH (TePPUTOPHIO, TOMEIICHHS ) Y YBOJIBHSIOIINXCS COTPYTHUKOB.

Kpome Toro, nnsi mpegoTBpaiieHuss  yTeukd — uHpopManuu U
MPOTUBOACHCTBUSI TOTEHIMAIbHBIM HAPYLIUTENSAM HEO0O0XOAUMO COONIOAATh
CIEYIOIINE IPaBUIIA:

- Okcryatanmss APM  u  cepBepoB  JOMKHA  OCYIIECTBIATBCA B
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MOMEIICHHUSIX, 0o0OpYJOBaHHBIX  HAJAEKHBIMM  3aMKaMH, CpelICTBAMHU
CUTHAJIM3ALIMH, UCKJTIOYAOIIUMHU BO3MOKHOCTb OECKOHTPOJIBHOT'O
MPOHUKHOBEHUS B TMOMEIIEHUS IIOCTOPOHHUX JIML M 00ECHeYrBAIOIIMMHU
(U3MYECKYI0 COXPAHHOCTh HAXOJAIIMUXCS B MOMEIICHUH 3alIMIAaeMbIX PECYPCOB
(APM, 1OKyMEHTOB, PEKBU3UTOB JIOCTYIA U T.II.).

- Pa3smemenne m ycranoBka APM U cepBepoB IOMKHA HCKIIOYATh
BO3MOXHOCTh BH3YaJbHOTO MPOCMOTpa BBOAUMON (BBIBOAMMOI) WH(pOpMAIUH
JUIAMU, HE UMEIOLIUMU K HEW JTOCTYII.

- VYOopka mnoMelieHui, B KOTOPbIX 00palOaTbIBae€TCs WM XpaHUTCS
KOH(UEHIIMaIbHasl WK cly>)keOHass uHpopMalus, J0JDKHA MPOU3BOAUTHCS B
NPUCYTCTBUU OTBETCTBEHHOT'O, 33 KOTOPBIM 3aKpeIlIeHbl TEXHUYECKHE CPE/ICTBA
(maHHBIE), WM JEXKYPHOTO MO TOJpa3JeiIeHUI0 C COOJIIOICHUEM Mep,
UCKJTIOYAIOIIUX JOCTYI MOCTOPOHHUX JIMI K 3alUIIAEMbIM PECYpCaM.

- B mnomemienusix Bo Bpemsi 00paboTku u oroOpaxkeHus Ha APM
UH(GOpPMAIIMK OTPAHUYEHHOTO PACIIPOCTPAHEHUS JIOJKEH MPUCYTCTBOBAThH TOJIBKO
nepcoHal, JOMyHIeHHbIH K paboTe ¢ naHHOM nHpopmanuei. 3anpeaercs mpuem
MOCETUTENIE B MOMEIICHMSIX, KOTJa OCYIIECTBIsIeTCS 00paboTKa 3aluiiaeMoi
uH(pOpMAITIH.

- Jlnsg XpaHeHus CiIy)XKeOHbIX JOKYMEHTOB U MAIlIMHHBIX HOCHUTENEH C
3amumaeMoil  mHbopManmMe — moMemieHuss — cHaOxarorcs — ceiipamu U
MeTaiimdeckumMu  mkagamu.  [lomemenuss  qomkHBI  OBITh  00€CTIEUEHBI
CpPEeACTBAMH YHUUYTOKEHUS IOKYMEHTOB.

- BcnomorarensHoe = obopynoBaHue — (Hampumep, — KOIMUPOBAJIbHBIC
anmaparbl, (pakc-MallMHbBI) JOJKHO OBITh TaK pa3MeENIeHO, YTOOBl YMEHBIIHUTH
puck HCJI k 3aniuiieHHbIM 00JIacTsIM HWJIM KOMIIPOMETAIMKM KOH(HUICHITHATLHON
uHdOpMaIHH.

-  @usnueckre Oapbepbl JOJDKHBI MO HEOOXOJIUMOCTH TMPOCTUPATHCS OT
mojia JI0 MOTOJKA, 4YTOOBI MPEJOTBPATUTH HECAHKIIMOHHUPOBAHHBIA JOCTYI B
OMEUIEHUE.

- 3anpemaercs 0e3 HaJIOOHOCTH MPEAOCTABIATH MOCTOPOHHUM JIHIIAM
MHPOpPMAIIMIO O MPOUCXOMSIIEM B 3alUIICHHBIX O00JacTAX (TeppUTOPHUH,
MTOMEIIICHUSX ).

- Jlns  oOecnedyeHus JODKHOTO  YpOBHSL — Oe30macHOCTH M JUIA
MPEIOTBpAICHUs BPEIOHOCHBIX JEHCTBUM 3amperiaercs padoTaTh B OJUHOUYKY
(0e3 HamIexamero KOHTPOJS) C KPUTUYECKH BaKHBIMH KOMIIOHEHTaMH
WH()OPMAITMOHHON CUCTEMBI.

- B nepabouee Bpems 3amuieHHbIe 00JaCTH (TEPPUTOPHS, TTOMEIICHUS)
JOJKHBI OBITh (PU3MUYECKU HEAOCTYIHBI (3aKPHIThI HA 3aMKH) U MEPHUOJIUYECKHU
MIPOBEPATHCA OXPAHOMU.

- Ilepconany,  OCYIIECTBISIONIEMY  TEXHHUYECKOE  OOCTy)XMBaHUE
CEpPBEPOB, JIOJDKEH OBITh NPENOCTaBIEH JIOCTYN B 3alllMUIEHHbIE 00JacTH
(TeppuTOpHUIO, TIOMEUIEHUS) TOJBKO B Cllyda€ HEOOXOJMMOCTH U TIOCIE
nosiyueHust pazpemieHus. Ilo HEoOXOOAMMOCTM JOCTYN TakKoro mepcoHasia
(0coOGeHHO K KOH(UICHIIMAIBHBIM JIaHHBIM) CJIEAYET OTPAHUYUTD, 4 UX JCHUCTBUA
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CJIEIyEeT OTCIIECKUBATD.

- 3ampeniaercs Ucnoiab3oBaHue (oTorpaduueckoi, 3ByK03anuchbiBaroen
M BHMJAEO ammapaTtypbl B 3allMUIEHHBIX O00JacTAX, 3a HCKIIOYEHUEM
CaHKLIMOHUPOBAHHBIX CIIyYaeB.

- Ilo okoHyaHum pabGodero JHS TIOMEIIEHHUS C YCTAaHOBJICHHBIMU
3amumeHHbiMu - APM JOMKHBI  cliaBaThCsl MOJ  OXpaHy C  BKIIOYEHHEM
CUTHAJIM3AIIIH.

Ob6ecneuenne Oe3onacHocTy kabenbHol cucteMbl UTKC Yupexnenus
3amura kabenbHOW cuctemMbl WTKC HampaBiena Ha CHMXKEHUE
BEPOATHOCTH  HECAaHKIMOHMPOBAHHOTO JOCTyNma K HHQOpMAUUU NyTEM
raJIbBAHUYECKOTO TOAKIIOYEHUs K HHOOPMAIMOHHBIM KaOensiM WM CHSATHS
uHboOpMaIMK 4Yepe3 MOOOYHbIE IIEKTPOMArHUTHbIE W3Ty4YeHHUS M HABOJKU Ha
npyrue kabenu, a Takke Ha oOecrieueHre 3aluuThl KabeabHOro 000pyAOBaHUS OT
AIEKTPOMArHUTHBIX TOMEX.

KabGenu osnexkrtponuTanuss W ceTeBble KaOenu mJisi TMepefayd JaHHBIX
HEOOXOMMO 3allMIaTh OT BCKPBITUS A Leleil mnepexBaTa HH(pOpMaALUU H
noBpexaeHus. [lis yMeHbIIEHHs] TaKOro pUcKa B IMOMEUICHUSX OpraHU3alUH
npeiaraeTcs peajn3oBaTh CIeAYIONUE 3aIIUTHBIE MEPHI:

- KabGenu snexktponuTanus U JMHUM CBA3M, UAYIIHE K UH)OPMALIMOHHBIM
CHUCTEMaM, JIOJDKHBI OBITh HPOBEAECHBI MOJ 3eMJed (II0 BO3MOXKHOCTH) WM
3alUIIEHbI HAJJIEKAIUM 00pa3oM C IOMOILBIO JPYTUX CPEICTB.

- Heobxoaumo paccMOTpeTh Mephl IO 3alUTE CETEBbIX Kabened OT MX
HECAHKIIMOHUPOBAHHOTO BCKPBITUS [UIsl IleJled mepexBaTa JaHHbIX U OT
HOBPEXKJICHUS, HapUMeEpP, BOCIHOJIB30BABIINCh 3KPaHAMU WM IPOJOXKUB 3TH
JMHUU TaK, YTOOBI OHU HE MPOXOAUIIN Yepe3 0OLIeT0CTYITHbIE MECTa.

- C 1enpl0 CHWXKEHUS BIMSHHS 3JIEKTPOMAarHUTHBIX TOMEX, CHJIOBBIE M
KOMMYHUKAIIMOHHbIE KaOeJH JJOJKHBI ObITh pa3HECEHBI B IPOCTPAHCTBE.

- JIIs UCKIIOUMTENBHO YSA3BUMBIX MM KPUTUYECKH BAXKHBIX CHCTEM
CJIEyeT pacCMOTPETh HEOOXOIUMOCTb HMPUHATHUS TOMOJHUTEIBHBIX MEp, TaKUX,
KaK:

- muppPOBaHUE TAHHBIX;

- yCTaHOBKa OpOHMPOBAHHBIX 3KPAHOB M UCMOJIb30BaHHUE 3alMPAEMBIX
MMOMEIICHMI;

- UCIIOJI30BaHUE IPYTUX MapIIPyTOB WU CPeX Nepeaadyn JaHHBIX.

Hanexnast yrunuzanust oTpaboTaBiiero o000py1oBaHus U HocUTeNneld nHbopMauu

O6opynoBanue,  TOJJeXamee  BBIBOJAY W3  OKCIUTyaTalud, U
WCIIOJIb30BaHHBIE HOCUTENIU HWH(OpMalMU MOTYT COJEpPkKaTh OCTATOYHYIO
MH(pOpMALIMIO OTPAaHUYEHHOTO JOCTYyMa. Pernamenranus nopsijka u npoueayp ux
YTUJIM3ALUU TO3BOJISIET MEPEKPbITh KaHAJIbl HECAHKIIMOHUPOBAHHOTO JOCTYMa K
3TOM UHpOPMAIUU:

- ycTpoilcTBa  XpaHeHHMs]  WH(OpMalLMM,  COAEpXKalllhe  LEHHYIO
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uH(pOpMAIMIO, TPU BBIBEACHUM M3 HKCIUTyaTallUM JOJDKHBI OBbITh (U3HUYECKH
YHUYTOXEHBI, JTUOO JTOIKHO OBITh MPOBEAECHO rapaHTUPOBAHHOE CTUPAHUE C HUX
OCTaTOYHOU MH(pOpMAILNY;

- Bce 00opy/a0BaHKe, BKIIIOUas HOCUTEIN MH(OpMauy, nepesa nepenayei
JIpYroMy BIAJENbIly MJIM CIHUCAHUEM JOJKHO OBITh IMPOBEPEHO Ha OTCYTCTBHUE
BaYKHOM MH(POpPMALIMK UITU JIMLIEH3MOHHOTO MPOrPaMMHOI0 00eCTIeUeHHUs;

- JanbHeimas  cynpba  MOBPEXKACHHBIX  YCTPOMCTB  XpaHEHMS,
CoJIep KallliX BaxKHYIO0 MH(MOpMaIHIO, (YHUUTOKEHUE U PEMOHT) ONPEesaeTCs
Ha OCHOBE 3aKJIIOYEHUS SIKCIIEPTHON KOMHUCCHUHU.

bezonacHocTh pabodero Mecta COTpYAHUKOB Y UpexKACHUS

PaGoune Mecta coTpyaHUKOB YUpexJeHHs - Hanbojee MHOTOYHMCIICHHAs
kareropusi o0bekToB MTKC, uepe3 KoTopbie BO3MOXKEH HECAHKIIMOHUPOBAHHBIM
noctyn kK wuHbopManuu. JIeHCTBUSI COTPYJHUKOB CIIOKHO KOHTPOJIMPOBATH,
MO3TOMY B CHCTEME 3allMUThl HWHOOpPMAIMK HEOOXOAMMO MPEIyCMOTPETh
ABTOMATU3UPOBAHHBIE  MEXaHU3Mbl KOHTPOJS JIOCTyNla K TEpMHUHAJIAM,
MOHUTOPHHTA 3a JEHCTBUAMU MMOJb30BaTEIEH U CUTHATU3AIUYU TIPU 0OHAPYKEHUH
MOTBITOK HECAHKIIMOHUPOBAHHOTO JOCTYIA, a TakKXKe YCTAaHOBJEH >KCCTKHM
perIaMeHT JA0CTyIa K paboyuM MeCTaM ¢ MOMOIIBIO0 OPraHU3aIMOHHBIX MEp.

bezonacHoCTh pabouux MecCT COTPYIHUKOB Yupexnenus
IpeayCMaTPUBAET:

- JIOKYMEHTBl Ha BCEX BHJAX HOCUTEIEH U TEXHUYECKHE CpEICTBA
00paboTku MHPOpPMALIUU, JTOJKHBI XPAHUTHCS (Pa3MEIlaThbCs) B IMOMEIICHUSX,
UCKIIFOYAIOIIMX HECAHKIIMOHUPOBAHHBIN TOCTYI K HUM;

- UCKIIOYEHHE HECAaHKIMOHWPOBAHHOTO JIOCTyNa K HH(opmaiuu,
XpaHSIIEICs Ha Pa3IMYHOIO poja HOCUTEISX;

- [EpCOHAJIbHBIE KOMIIBIOTEPBI, TEPMHUHAJIbI W MPUHTEPHI JIOJKHBI
3alMIIAThCS OJOKUpPATOpaMH KJIaBUATYPHI, MAPOJSMU I JPYTUMHU METOJAMH
Ha BpEMsI OTCYTCTBHS MOJIb30BATES;

- JIOJDKHBI ~ OBITb ~ TPHUHATHI  HAJCKHBIE  MEPhI,  HCKIIOYAIOIINE
HECAHKIIMOHUPOBAHHOE UCMOJb30BaHNE KOMTUPOBAIBHON TEXHUKH;

- pacmedarkd, cojaepxampe HWH(OOPMAIMI0 OTPaHUYCHHOTO JOCTyMa
JOJKHBI W3BIMAThCS M3 TIEYATAIOIIETO YCTPOHCTBAa HememieHHo Heob6xomumo
YCTaHABIMBATh T[€YATAIONINE YCTPONCTBA JIA Te4aTh KOHQPUICHIIUATHHBIX
JTIOKyMEHTOB B MOMENICHHSX, TJI¢ padOTalOT COTPYAHUKHU, OTBETCTBEHHBIC 3a UX
Y4€T, XpaHEHHE U BbIIa4y UCIIOJTHUTEISIM.

5.3.  MeponpusitTus no odecnedyeHuI0 KATacTpodoycTroiiunBoCcTH
HH(POPMALMOHHO-TEJIEKOMMYHHKALIMOHHOM CUCTEMBI Y Ype:KAeHUs

OOGecrieueHne KaTtacTpoOyCTOMUMBOCTH HEOOXOIUMO JUISi COXpPaHCHHS
YCTOMYMBOCTH W CTaOWUJIBHOCTH (PYHKIMOHUPOBAHMS YUPEXKICHUS U €e
MH()OPMALIMOHHO-TEIEKOMMYHUKAIIMOHHON CUCTEMBl B Pa3JIMYHBIX YCJIOBUSX
HEOJArompusaTHOTO  BO3JACHCTBHUSI  BHEIIHUX W BHYTPEHHUX  (AKTOpPOB
TEXHOT€HHOT'O W/WJIM MPUPOJIHOrO XapaKTepa.
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Jlns  oOecnieueHus: KatacTpoOyCTOMYMBOCTH HEOOXOJUMO BBITIOJIHUTH
paboThl, HAMpPABICHHBIX HA MHUHUMU3AIMIO BO3MOXXHBIX MOTEPh YUpEKIACHUS B
YCJIOBUSX aKTUBHOI'O BO3JCHCTBUS BHYTPEHHEN U BHELIHEW CPEBI.

OCHOBHBIE MEPOMIPUSATHUSI TIO 0OECIICUCHUIO KaTaCTPOPOYyCTONUYNBOCTH
UH()OPMaIIMOHHO-TEJIEKOMMYHUKAITMOHHOW CUCTEMBI Y UPEIKICHUS

— wuAeHTU(UKAIUS W aHalu3 HeOJIaronpusTHBIX BO3JICUCTBUN Ha
MH()OPMAIIMOHHO-TEIEKOMMYHUKAIIMOHHYIO CUCTEMY YupexkaeHus, pa3zpadoTka
CTpaTeruil yrpaBieHUs] pUCKAMHU, CBSI3aHHBIMU C IPUMEHEHUEM UH(OpMaIMOHHO-
TEJIEKOMMYHUKAIIMOHHOU CUCTEMBI

— OlpeaeieHue TpeOoBaHMI YupexaeHus K  HEIpPEepbIBHOCTH
G yHKIIMOHUPOBAHUS HHPOPMAITMOHHO-TEJICKOMMYHUKAIIMOHHON CUCTEMBI;

— OMpENENICHUE CTPATeTUl BOCCTAHOBJIEHUS WH(OPMAIIMOHHBIX U JIPYTUX
TEXHUYECKUX CUCTEM B CIIydyae BO3HUKHOBEHMUSI OTKA30B U COOEB;

— pa3paboTka u JIOKyMEHTUPOBAHUE rJiaHa o0ecreueHus
KaTacTpohOyCTOMIMBOCTH HMH(POPMAIMOHHO-TEICKOMMYHUKAIITMOHHON CUCTEMBI
Yupexnenus;

— BHEJIpEHUe HEO0OXOUMBIX W3MEHEHUM B TEXHUYECKOM,
OpraHU3aIlMOHHOM M HH(POPMAITMOHHOM OOECICUCHUH YUPEeXKICHHUS COTJIacHO
pa3zpaboTaHHOMY TIaHy obOecrieueHUs KaTacTpo(OyCTONIMBOCTH
MH(GOPMAIIMOHHO-TEIEKOMMYHUKAITMOHHOW CUCTEMBI Y UpEkKACHHUS;

— TOAJEpKKa JIaHa oOecreyeHus KaTtacTpo(oycTOMUNBOCTH
MH(POPMAIIMOHHO-TEIEKOMMYHUKAITMOHHOM CHUCTEMBI YUPEKICHUS B aKTyaJIbHOM
COCTOSIHUM (BKJIIOYAsi TECTUpPOBaHUE TUIaHa, OOydeHHE TepcoHana, TeXHUYecKas
NOJIJIEP’)KKA HMCIIOJIb3YeMOr0  MPOTPaMMHOIO0 M ammapatHoro oOecnedeHws,
NEPUOUIECKOE OOHOBIICHHE TIJIAHA)

Baxneiimum kagectBom WTKC u, B 4acTHOCTH, LIEHTPOB OOpabOTKHU
nauubix (LHOJ) Yupexnenus siBiasieTcs COCOOHOCTH 00OecreuynBaTh TpeOyeMblit
YPOBEHb  OTKa30yCTOWYMBOCTH.  BO3MOXHO  NpPUMEHEHUS  CIEOYIOLIUX
TEXHUYECKUX MEPOTPUATHI JIJIs1 00eCTIeueHUsI 0TKa30yCTOUMYUBOCTH:

- Crenyet BHEAPSTh TEXHOJIOTMU PE3EPBUPOBAHUS XPAHWIHILL TAHHBIX.

- CepBepHOE U JPYyroe KpUTUYECKOE OOOPYJAOBAHHE CIENYET pa3MeliaTh
TakuM 00pa3oM, 4YTOOBI CBECTH K MHUHUMYMY H3JIUIMHUK NOCTyn B pabodne
MTOMEIIEHUS.

- OO6opynoBanue HEOOXOAMMO 3allUIIaTh OT COOCB B CHCTEME
ANEKTPONUTAHUU W JAPYTUX HEMNOJAaJ0K B 3JeKTpuuecko cetu. VCTOYHUK
MUTAaHUS  JIOJDKEH  COOTBETCTBOBATH  CHENU(DHKAIUSAM  MPOU3BOIUTEIS
o0opyaoBaHUS.

- Crnegyer paccMOTpeTh HEOOXOAMMOCTH HCIOJIb30BAHUS PE3EPBHOTO
UCTOYHUKA nuTaHus. Jng o00pynoBaHUs, NOAJECPKUBAIOIIETO KPUTHUUECKU
BAKHBIE TPOU3BOJICTBEHHBIE CEPBHUCHI, PEKOMEHAYETCS YCTAHOBUTH HCTOYHUK
OecrniepeboitHoro nutadus. [Iman 1ecTBUM B Ype3BbIYAMHBIX CUTYAIUAX JOJKEH
BKJIIOYATh MEpPbI, KOTOPbIE HEOOXOUMO MPUHATH 10 OKOHYAHUU CPOKA TOJHOCTHU
HCTOYHHMKOB OecmepeboiiHoro mnutanus. OOopymoBaHue, paboTaromiee ¢
HMCTOYHUKAMU OecriepeOOMHOro MUTaHUs, HEOOXOIUMO PETYJSIPHO TECTUPOBATH B
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COOTBETCTBUH C PEKOMEHAIIUSIMU U3TOTOBUTEIIS.
- Crenyetr pacCMOTPETh BO3MOXHOCTh M30JISIIUUA 00JIacTei, TpeOyrommx
CIIEHUATIBHON 3aIUThI, JIJIsl TIOHMKEHUSI HEOOXOAMMOTO YPOBHS OOIIIEH 3aIUTHI.
st CO3JIaHUSI CHUCTEMBbl OOecCIleueHUsl KaTacTpodOyCTONUMBOCTH
HE0OXOIMMO pa3paboTaTh CIEAYIOIUME OPraHU3aUOHHO-PACIIOPSAUTENbHBIE U
HOPMAaTUBHO-TEXHUUYECKUE JJOKYMEHTHI:
— Tlonutrka pe3epBHOTr0 KOMMPOBAHUS U BOCCTAHOBIICHUS JaHHBIX
— Ilnan oOecrieueHUs: HEMPEpPhIBHOM pabOThl U  BOCCTAHOBJICHUS
pabotocnocooHoCcTH TojcucteM AC

5.4. MeponpuaTisi Mo pemIeHUI0 3a7a4 3alMUThI HWHpopMAnUH OT
HECAHKLIMOHUPOBAHHOI 0 AocTyna B HH(OPMAMOHHO-
TeJIeKOMMYHMKAIMOHHBIX CHCTEMAX Y UpeKIeHUus

OCHOBHBIE MEPOTPUSATHUS 1o 3aIATE uHpopManmu OT
HecaHKImoHupoBanHoro jgoctyna B HWTKC  gomxkHbl  npemycMaTpUBaTh
CleayIoIIee:

- Ilpumenenue cepTHUUIIUPOBAHHBIX amNMapaTHO-TIPOTPAMMHBIX CPEJICTB
3amuThl nHPopmaruu ot HC/I.

-  Mexanuzmbl 3amuThl 0T HCJI 10KHBI OCYIIECTBIISTH 3alIUTY CHCTEMBI
OT BO3MOXHOCTH TTOCTOPOHHUX JIUI] OCYIIECTBIISTh Pad0Ty B cUcTeME (MEXaHU3MBI
uaeHTuGuKkanuu W ayTeHTU(duKanuu), a Takke mnoinydarb HCJ[ «
UH()OPMAIIMOHHBIM pecypcaM CHUCTEMbI (MEXaHH3Mbl pa3rpaHUYCHUs JOCTYIa B
COOTBETCTBUM C TOJHOMOYHMSAMHU CyObekTa). [Ipy peanuzamuu 3TUX MEXaHHU3MOB
3aIUTHI IO/DKHA ~ HCIOJb30BaThCS COBOKYITHOCTb OpraHU3aIMOHHBIX,
IPOrpaMMHBIX (ITApOJIM, MATPHUIIBI JOCTYIA W JIp.), alnmapaTHO-MPOTrPAaMMHBIX U
TEXHUYECKUX METOJOB 3aIUTHI.

- 3Bammra cucrembl oT HCJl pgomkHa o00ecrmeduBaThCs Ha BCEX
TEXHOJIOTMYECKHUX dTalax Irnepeaadd, o0paboTKH M XpaHeHHs WH(OpMaIMK U TIPU
BCEX peXHUMaxX pabOThl CHCTEMBI, B TOM YHCJIE NMPU MPOBEICHUH PEMOHTHBIX U
periiaMeHTHBIX padoT. [Ipu 3TOM peanu3oBaHHBIE B CUCTEME CPEACTBA 3AIIUTHI OT
HCJl He m0mKHBI yXyAIIaTh OCHOBHBIC (DYHKIIMOHAJIBHBIC XapaKTePHUCTHKU
CHCTEMEL.

- 3amwmta cuctembl oT HCJ[ ¢ momomipi0 ImporpaMMHBIX, MPOTPAMMHO-
armapaTHBIX U TEXHUYECKHUX METOJIOB JOJKHA 00CCIIeYNBATh:

o 3aIATY TEXHUYECKUX CPENICTB 00pabOTKM MH(MOPMAITNH;
o 3amuty 0a3 JaHHBIX;
o 3aIUATY CUCTEMBI YIIPABIICHHUS.

- 3amuta ot HCJ] nomxHa CTpOUTHCS Ha OCHOBE CHUCTEMbBI pa3rpaHUYEeHUs
noctyna (CP/]) monb3oBarteneid Kk cucreMe U €€ MH(OPMalMOHHBIM pecypcam.
OcHoBHbiMU QyHKIMSIMU CPJl OTKHBI SIBIATHCS:

o peanu3anus MpaBWI  pa3TpPaHUYCHUSA JOCTyTa (ITP1D)
MOJIb30BATENIeH U X MPOIECCOB K MH(OPMALIMOHHBIM pECypcam;

o peammszauus 1IPJ] mnosb3oBaTeneid K yCTpOMCTBAM CO3JAHUS
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TBEPABIX KOIIUM;

O HU30JIOUA  [IporpamMm IIponecca, BBIIIOJHACMOIO B HMHTCPECAxX
IMOJIB30BaTCIsL, OT APYIrUX MOJb30BaTEIICH CHUCTCMBI,
O peaiuzanust IpaBull oOMeHa JaHHBIX MCXKIY II0Jb30BaTCIIMU

CUCTEMBI, MOCTPOEHHBIX MO CETEBBIM MPUHIIUIIAM.
- ObGecneunBaroue cpeacrsa CPJl 1OMKHBI BBINOJHATH CIEAYIOLIUE
OCHOBHbIE () YHKIIUHU:

o UJCHTU(DUKALNIO U ayTeHTU(PUKAIUIO MOJIb30BaTEICH CUCTEMBI U
MOJJEPAKAHUE TPUBSI3KU K UX IIPOLIECCAM, BBIIIOJHIEMBIM B UX UHTEpECAX;
o pPETUCTPALINIO JIEMUCTBUI MOJIL30BATEIEH M BBIMOJHIEMBIX B HMX

HHTCPCCAX MPOUCCCOB, MPCAOCTABICHUC BO3MOKHOCTH UCKIHOYCHHUA U BKIFOYCHUA
HOBEIX ITOJIL30BaTeIE U 06’beKTOB AOCTYyII4, a TAKKE U3MCHCHHUC OJHOMOYHMI
HOHBSOBaTeHeﬁ;

@) PCAKIINIO Ha ITOIIBITKHU HCCAHKIIMOHUPOBAHHOT'O A0CTYyIIa
(CI/II‘HaJII/BaIII/IIO, 6JIOKI/Ip0BKy u T.,)I.), BOCCTAHOBJICHUEC MCXAHNU3MOB 3allIUTHI ITOCJIC
HCL;

O TCCTUPOBAHUC,

o OUMCTKY ONEpaTUBHOW MaMsITH H pabouux oOjacTedl Ha
MArduTHBIX HOCUTCIIAX I10CJIC 3aBCPIICHUA pa6OTI)I ITIOJIB30BATCIIA C
3alIMIIICHHBIMU JaHHBIMU,

o y4eT BBIXOAHBIX IME€YATHBIX M Tpaduueckux GopMm, a TaKxke
TBEP/bIX KOMUI B CUCTEME;
o KOHTPOJIb 1EJIOCTHOCTH MPOTPAMMHON U MH(GOPMAIIMOHHON YacTH

kak CP/I, Tak n obecrieunBaromux ee CpeICTB.

- Ilpaktnueckas peanmuzauuss CPJl nomkHa oOnpenensitbecss C y4eToM
KOHKPETHBIX OCOOCHHOCTEH CHCTEMBbI U MOXET BKIIOYATh B ce0sl CIeAyroliue
CIOCOOBI U UX COYETAHUS:

o pacrpeneneHHas cucrema pasrpannueHus pocryna u  CPJI,
JIOKaJM30BaHHas B allllapaTHO-IIPOrPaMMHOM KOMIIJIEKCE CUCTEMBI;

o CPJl B paMKax OIEpallMOHHOW CHUCTEMBI, CUCTEMbl YIPAaBICHUS
0a3aMu JaHHBIX WIH MPUKIATHBIX TIPOTPAMM;

o CPJI B cpencrBax  peanu3alil  CETEBbIX  MPOTOKOJIOB
B3aUMOJICMCTBUS WK HA YPOBHE MPUIIOKECHUN;

o [Iporpammuas u (nnm) texuuueckas peanuzanus CP/;

o [Iporpammuas u (nn) arrapaTrHas peanuszanus

KpunrorpahudecKux GyHKITHA.

B pamxkax cucremsl 3ammutel oT HCJI HE00X0IUMO BHEAPHUTH KOMILICKCHYIO
CHCTEMY 3aIlUThI 0a3 TAaHHBIX, COJIEPKAIMMX KPUTUUHYIO K HAPYIIICHUIO
6e3omacHoCTH WH(MOPMAITHIO.

JIns co3maHus CUCTEMBI 3allUThl MH(POpPMAIMK OT HECAHKIIMOHHPOBAHHOTO
JI0CTyna B HWHOOPMAIMOHHO-TEJICKOMMYHHUKAIIMOHHBIX CHUCTEMaX YUpEKICHUS
HEOOX0AMMO pa3padoTaTh CICAYIOIIHME OPTraHU3AIMOHHO-PACTIOPSAIUTEIbHBIE |
HOPMAaTHUBHO-TEXHUYECKUE IOKYMEHTHI:

- IlonmoxeHnue o pasrpaHUYEHUH TMPaB JOCTYMa K HHPOPMAIIMOHHBIM
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pecypcam
- JIOJOKHOCTHBIE WHCTPYKIIMU — aJAMHUHHUCTPATOPOB U COTPYIHUKOB
0€30MacHOCTH.

5.5. Meponpusitusi no odecriedyeHn0 6€30M1aCHOr0 HH(POPMALMOHHOI O
B3aUMOJEicTBUSL YUpe:KIeHUs1 ¢ OpPraHu3auusiMH, MHHHCTEPCTBAMHM H
BeIOMCTBAMH

K OCHOBHBIM MEPONPUATHUAM IO 00ECIIEYEHUI0 O€30MaCHOCTH CETEBOIO
MH(GOPMAIIMOHHOTO B3aUMOJICUCTBUS YUPEKACHHUS C BHEITHUMU OTPEOUTEISMH,
N0JIb30BATENSIMU U HCTOYHUKAMU UH(OPMAIUU, OTHOCSTCS:

- TlpenorBpaienue BO3MOHOCTH YTEUKHU KOH(UICHIIUATBEHOM
uHpopmarmu, oopadareiBaecmoil B UTKC Yupexnenusi, uepe3 BHEIIHIOI CETh.

- Ob6ecnieuenue 3anuthl pecypcoB UTKC co cTopoHbI BHEIIIHEH CETH.

Tak kak pecypcei UTKC (B uactHoctm — cuctema «['amaktuka ERP»),
npelHa3Ha4YeHHbIE IS JIOCTYNa M3 BHEIIHEeH ceTu (M0 KaHajgaMm CBSI3U CeTel
oOIIero Moiab30BaHUA), MOABEPHKEHbI aTakaM W3 BHEIIHEH OTKPBITOM CETH, TO
BEJIOMCTBEHHBIN (3aIIMILEHHBIH, coJiepKaIIuii KOH(UIEHIIUATBHYIO
UHGOpMAIIMIO) U BHEUIHUN (OTKPBITHIN) TpadUKH ITOJKHBI OBITH (DU3HUECKH
paznenensl — B UTKC He nomkHO OBITh BBIYMCIUTEIBHBIX CPEACTB (paboumx
CTaHIMI, CEpPBEpPOB, MEXKCETEBBIX JSKPAHOB), KOHIEHTPUPYIOUIUX Ha cebe
OJIHOBPEMEHHO BEJIOMCTBEHHBIN U BHEITHUU TpaQuK.

[Ipu opranu3zanyu ceTeBOrO B3aMMOJEHCTBUS CIEAYET UCI0JIb30BATh
CPEACTBA 3AIUTHI:

- BblgeneHHble cpeicTBa MEKCETEBOIO SKPAHUPOBAHUA (MIIUM MEKCETEBbBIC
9KpaHbl), YCTaHABIMBAaEMbIE Ha CTBHIKE CETEH, KOHIIEHTpUpYIOIIHe Ha cebe
MEXKCeTeBOU TpaduK;

- MexaHu3Mbl KOHTPOJIA AOCTYINa K JIOKAJbHBIM U CETEBBIM pPECypCaM,
Bxojsue B coctaB C3U HCJI, yctanaBnmBaeMoi Ha paboune CTaHIIMKA U CEPBEPHI
NTKC, pemaromue 3anauu GUIbTPAIMd BHYTPUCETEBOTO TpadHKa W JOCTYIMa K
JIOKaJIbHBIM pecypcam;

- AHTHUBHPYCHBIE CPE/CTBA;

- CpencrBa 0OHapyXEHUSI KOMIIBIOTEPHBIX ATAK.

VYKa3aHHBIMH CPEACTBAMHU JIOJHKHO 00ECIIeUnBATHCS

- pasrpaHuyeHue JocTyna (1o BXOASIIEMY M HCXOIsAUIeMy Tpadukam) 1o
anpecam (IP agpecam) m ceTeBbIM MPOTOKOJIAM K XOCTaM BHEITHEH/BHTYypEeHHEH
CeTH;

- TpaHCJSIUS aJpPECOB — BO BHEIIHEW CETH JOJKEH ObITh “BUJIEH” TOJIBKO
aJpec KpUNTOMapLIPyTHU3aTOpa, YTO MO3BOJISIET CKPBIBaTh CTPYKTYPY BHYTPEHHEU
cetu (aapeca paboOYUX CTAHIIUN U CEPBEPOB BHYTPEHHEU CETH);

- 3alllUTa OT CETEBBIX aTak (BUPYCHI, IIMHOHCKUE MPOrPaMMbl, aTaKu Ha
OTKa3 B 00CITYy>KMBaHHH );

- ayJuT JOCTyIHa K pecypcam BHEIIHEHN CeTH;

- ayTeHTU(UKALHUS YJaJECHHBIX MOJb30BaTeIeh
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BaxxnelmuMm yciioBueM o0ecrieueHts 3alUILEHHOT0 JOCTyIa K BHEIIHUM
pecypcam SIBIsIeTCs peanu3anus JEMUIUTAPU30BAHHOM 30HBI, C LIEJIbIO
(pu3HUeCcKON N30ISIUMU BHYTPUCETEBOrO U BHEIIHET0 TpadukoB. J[aHHOE pelieHne
JOJIKHO MO3BOJISITh B3aUMOJIEMCTBOBATH MOJIB30BATENSAM BHEILIHENW CETH TOJBKO C
CepBEepaMM BHEILIHETO JIOCTYMA, U JeNaTh HEJOCTYIHBIM JJI HUX JIOCTYII, IPEXK/IE
BCEro, K BHYyTPEHHUM CepBepaMm, a TAKKe K pad0ouuM CTaHLUAM 3alIUIIaeMOi
KOPIHOPAaTUBHOM CETH, 1a’Ke MPH MPEOAOJIECHUU 3alUThI, pEaInu3yeMOn CpeACTBaMU
MEXCETEBOT0 SKPAaHUPOBAHMUS.

5.6. MeponpusTHs Mo OPraHU3aNMU KPUNTOrpadgpuueckoi 3aluThI
uHopMaLUHU

B nensx 3ammutsl koHuaenuuansHoit nHpopmanuun B AUC Yupexnenus
JIOJDKHBI TIPUMEHATHCS CPEJACTBA Kpuntorpadguueckorl 3anuThl HHGOpPMAIUU
(CK31).

K CK3U npenbaBigioTcs cieayronme TpeOoBaHus:

— CK3M nomxHBI JOMyCKaTh MX BCTPAUBAHUE B TEXHOJOTHMYECKYIO CXEMY
00pabOTKU DJIEKTPOHHBIX COOOIICHHM, OOeCreuynBaTh B3aUMOJICUCTBUE C
MPUKJIAIHBIM TTPOTPAaMMHBIM OOECIIeUeHHEeM Ha ypoBHE 00paOOTKH 3alpoOCOB Ha
Kpunrorpaduyeckre mpeoOpa3oBaHus U BbIIAUYU PE3YyIbTATOB;

— CK3U pomxHBI MOCTaBISATHCA pa3paOOTUUKAMU C TMOJTHBIM KOMIUIEKTOM
AKCIUTYaTallMOHHOW JTOKYMEHTAllM{, BKJIOYAsl ONUCAHUE KIFOUEBOW CHUCTEMBI,
npaBmiia pabOThl C HEH, a Takke 00OCHOBAHHE HEOOXOAMMOTO OPTaHM3AI[MOHHO-
MITAaTHOTO 00€CTIeUeHNs;

— CK3U1 jgomxHbl OBITh pealu3oBaHbl HAa  OCHOBE  aJTOPUTMOB,
COOTBETCTBYIOIIMX HallMOHAJIBHBIM cTaHJapTtam Poccuiickoit deaepanuu u (uam)
YCIJIOBHSIM JJOTOBOPOB C KOHTPAareHTaMU;

— CK3M nomkHBI HMMETh CTPOTMH pErjaMEeHT HCIOJb30BaHUS KIIOUEH,
NPENOoNaralmuidi  KOHTPOJIb CO CTOPOHBI aJIMHUHHUCTpaTopa O€30MacHOCTH 3a
JNEeWCTBUSIMHU TIOJIb30BATES HA BCEX AdTanax paboThl ¢ KIOYEBOM WH(popMarmeit
(mosyueHue KIF0YEBOI0 HOCHUTEIS, BBOJ KJIFOUEH, UCIIOIB30BAHUE KIIFOUEH U cllayua
KJIFOUE€BOT'O HOCUTETIS);

— CK3U momxHBI 0becrneunBaTh peaan3alyio Mpoueayp copoca KIrO4e B
CIy4yasiX OTCYTCTBUSA IITaTHOW AKTUBHOCTHU IOJb30BAaTEIE€l B COOTBETCTBUM C
PErIaMEHTOM UCIIOIb30BAHUS KIIFOUEH;

— CK3U He nomxHbl NpeabsaBisaTh TpeOoBaHuit k OBM mno cnenuanbHOM
MIPOBEPKE HA OTCYTCTBUE 3aKJIAJHBIX YCTPOMCTB, €CIIM HHOE HE OTrOBOPEHO B
TEXHUYECKOW IOKYMEHTAIIMA HA KOHKPETHOE CPEACTBO 3aLUTHI;

— CK3U1 He nomxHbI TpeOOBaTh AOMOIHUTEIBLHON 3alIUTHI OT YTEUKH IO
MOOOYHBIM KaHAJIaM JICKTPOMATHUTHOTO U3ITy9ICHHUS.

I[Ipu npumenennun CK3U B AUC JOJDKHBI  TTOAAEPKUBATHCS
HEMPEPHIBHOCTH TMpolieccoB mpoTokonupoBanus padotrel CK3U u obecnedenus
1IEJIOCTHOCTH IIPOTpaMMHOT0 obecrieueHus s Bcex anementoB AUC.

NudopmanimonHass 06e€30MacHOCTh MPOLIECCOB HM3TOTOBJICHUSI KIIFOYEBOM
unpopmarmu  nokymentoB CK3M ngomkHa oOecreuynBaThCsl KOMILIEKCOM
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TEXHOJIOTUYECKUX, OPraHU3alMOHHBIX, TEXHUYECKMX M NPOTrPpaMMHBIX Mep U
CPEACTB 3aILHUTHI.

PernameHT reHepanuu, pacnpeneiieHHs, XpAaHEHUS M YHUYTOKECHMS,
MO3K3EMIUIIPHOTO  yyeTa KpUNTOrpadUuyecKux KIIOUel, a TakKe MepuoanuecKue
MPOBEPKH  BBIOJIHEHUS MOJB30BATENSIMU  TPEOOBaHMA IO XPAHEHUIO U
AKCIUTyaTalluM KpunTorpaguueckux kiawoued ompenensercs «MHcTpykumein o6
OpraHu3aluy 1 o0ecreyeHuu 0e30MacHOCTH XpaHeHus, 00pabOTKU U Iepelayul 1o
KaHajlaM CBSI3W C HCIIOJNBb30BAaHUEM CPEACTB KpUNTOrpaduyecKod 3alllUThI
nHpopMalMK ¢ OTPAaHUYCHHBIM JOCTYIOM, HE COJAEpXKallel CBEJACHUH,
COCTaBJISIIOIIMX TOCYIAapCTBEHHYIO TaiHy» OT 13 wmronsa 2001 r. Nel52. Jlannas
NHcTpykums omnpenenser eauHslii Ha Teppuropuu Poccuiickonn ®depepannu
NOPSAJIOK OpraHu3anuu U obecreueHus Oe30MacCHOCTU XpaHEHHs, 00pabOTKU H
neperayu 1Mo KaHajlaM CBsI3U C HUCIosib3oBaHMeM cepTuduuupoBanHbix CK3U
(mudpoBanbHBIX CpPENCTB) MOJUICKAIEH B COOTBETCTBUU C 3aKOHOJATEIHCTBOM
Poccuiickoit @enepanu 06s3aTenbHON 3ammTe MHGOPMAIMU C OTPaHUYEHHBIM
JOCTYTIOM, HE COJIEpKAIIEH CBEICHH, COCTABIISIIOIINX TOCYJAPCTBEHHYIO TallHy.

Ucnonb3zoBanne CK3M 10mKHO OCYHIECTBISTHCS B MOJJHOM COOTBETCTBUHU C
KOHCTPYKTOPCKOM W JKCIUTyaTalMOHHOW JOKYMEHTalMEll, NpencTaBIsIEMON
npousBoguteneM CK3U. Buayrtpennuii mnopsgok npumenenuss CK3U B
VYypexaeHus 0HKEH BKIOYATh:

— MOPSIOK BBOJIA B ICHCTBHUE;

— MOPSIIOK dKCIUTyaTaluu;

— NOPAZ0K BOCCTAaHOBJIEHUS pa00OTOCIIOCOOHOCTH B aBapUITHBIX CIIy4dasiX;

— MOPSI0K BHECEHMSI U3MEHEHHUN;

— MOPSIIOK CHATHS C SKCIUTyaTaluy;

— MOPSAJIOK YIIPABJIEHHS KIFOYEBOW CUCTEMOI;

— MOPSAIOK OOPAIICHUS C HOCUTEISAMHU KITFOYeBOM HHPOpMAITIH.

5.7. MeponpusiTusi 10 AHTUBUPYCHOM 3a1uTe HHPOPMAIIMOHHBIX
pecypcoB YupexaeHus:

Llenpro co3qaHusl CUCTEMBI AHTUBUPYCHOM 3aIUTHl SABJIAETCS 00ECIEYCHHE
3alUIIEHHOCTH UH()OPMAIMOHHO-KOMMYHUKALIMOHHONW CUCTEMBI Y UPEKICHUS OT
BO3JICUCTBHUS Pa3INYHOTO pona BpPEIOHOCHBIX IIporpaMm U
HECAHKLIMOHUPOBAHHBIX MACCOBBIX IIOYTOBBIX PACCBUIOK, IPENOTBPAILCHUS HX
BHEAPEHUsI B UH()OPMAIIMOHHBIE CUCTEMBI, BBISBICHHUS U O€30MacCHOr0 yAaleHUs
U3 CHCTEM B Clly4ae IMOINAJaHus, a Takxke (UIbTpalU{ JOCTYIA IOJIb30BaTENIeH
YupexaeHuss K HENpPOAYKTHBHBIM  MHTepHeT-pecypcamMm M KOHTpPOJIS HX
3JIEKTPOHHOM MEPETUCKH.

OcHoBoOnoONararoIMMHI TPEOOBAHUSAMHU K CHCTEME AaHTUBUPYCHOM 3aIUThI
YupexaeHus ABIsSIOTCS:

- PpELIeHME 3aJa4¥ aHTHUBUPYCHOW 3aIIUTHI JOJDKHO OCYIIECTBIISITHCA B
obmeM Buae. CpeacTBO 3alIUThl HE [JOJDKHO OKas3blBaTh IPOTHBOJEHUCTBHE
KOHKPETHOMY BHUPYCY WM TIpYIIE BUPYCOB, NPOTUBOAECUCTBUE JOJIKHO
OKa3bIBAaThCA B MPEIIOJIOKEHUIX, YTO BUPYC MOXKET OBITh 3aHECEH HAa KOMIIBIOTEP
1 0 BUpyce (0 ero CTpYKType (B 4YaCTHOCTH, CUTHATYPE) U BO3MOKHBIX JEUCTBUSIX )
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HUYEro HE U3BECTHO;

- PpELICHWE 3aJa4d AHTHUBUPYCHOW 3aIIUTHI JOJDKHO OCYILECTBISITHCA B
peaIbHOM BPEMEHH.

MeponpusaTusi, HanpaBICHHbIE HA pEIICHHE 3a1ad [0 AHTUBUPYCHOM
3aIluTE:

- HEOO0XOAMMO MPOBOJUTH TMOJUTHKY, TPEOYIOLIYI0 YCTaHOBKH TOJIBKO
JULEH3UPOBAHHOTO POrPAMMHOTO 00ECTICUEHMS;

- AHTUBHMPYCHBIE  IPOTPaMMHBIE  CpPEICTBA  JOJDKHBI  PErYJISIPHO
OOHOBJIATHCSA M MCIOJIB30BATHCS ISl MPOPUIAKTUUECKUX MPOBEPOK (3KETATEIBHO
€KETHEBHBIX);

- HENOpEpbIBHBIA  KOHTPOJb  HAJl BCEMHU  BO3MOXHBIMM  MYTSIMH
NPOHMKHOBEHUS BpenoHOCHbIX mporpamMM B MTKC VYupexnenus, MOHUTOPUHT
AHTUBUPYCHOM 0€30MaCHOCTM M OOHApyXeHue JECTPYKTUBHOW aKTHUBHOCTH
BpEIOHOCHBIX IIporpaMm Ha Bcex 00bekTax UTKC;

- ©XKCEIOHEBHbI aHalu3, pAaHKUPOBAaHHE M MPEIOTBpPALIEHUE YIPO3
pacrpoCTpaHEHUsI W BO3JIEMCTBUS BPEIOHOCHBIX MNPOrpPaMM ITYyTEM BBISBICHUS
ys3Bumocterd  ucnonb3dyemoro B MTKC mnporpammuoro ob6ecneuenuss OC u
CETEBBIX YCTPOMCTB M YCTpaHEHHsI OOHAPYKEHHBIX Ne()EKTOB B COOTBETCTBHH C
JaHHbIMKA noctaBumka [IO0 M apyrux coneuuMaau3UpOBAHHBIX —AKCHEPTHBIX
AHTUBUPYCHBIX CIYXKO.

- npoBefieHUE NMPOPUIAKTUYECKUX MEPONPHUATUN MO MPEIOTBPAIICHUIO U
OTPAaHUYEHUIO BUPYCHBIX AMUIAEMHM, BKIIOYAIOMINX 3arpy3Ky M pa3BEepThIBaHHE
CHEIUANbHBIX MPaBWI HEeUTpanuzanuu (OTpaKEHHUIO, W3OJSIIUU U JIMKBUIAINH)
BPEJOHOCHBIX MPOrpaMM Ha OCHOBE PEKOMEHJAIMH MO KOHTPOJIIO aTak,
MOJICOTABIIMBAEMBIX Pa3pa0OTUYNKOM CPEJNICTB 3alIUTHI OT BPEJAOHOCHBIX MPOTpaMM
U APYTUMH CHEIMAIU3UPOBAHHBIMU SKCIIEPTHBIMU aHTUBUPYCHBIMHU CITY>KOaMU 110
TOr0, KaKk OyJyT BBIMYIIEHBI (paiibl UCIIPABICHUM, MTPU3HAKOB U aHTUBUPYCHBIX
CUTHATYP.

- HEOOXOAMMO  MPOBOAHWTH  PETryMSIPHYIO  MPOBEPKY  IEIOCTHOCTHU
KPUTHUYECKH BXKHBIX MpOrpamMM M AaHHBIX. Hamuuwe numnHux ¢aiioB U cieaos
HECaHKIIMOHUPOBAHHOI'O BHECEHUSI U3MEHEHUH JOJHKHO OBITh 3apErUCTPUPOBAHO B
KypHAaJIe U pacCciIe0BaHoO;

- JIUCKEThl, TUCKHU, IMCKOBBIE HAKOMHUTEIH JIO00ro THUMA HEU3BECTHOTO
IIPOUCXOKIAECHUS CIENYET IIPOBEPATH HA HAIMUNE BUPYCOB 10 UX MCIIOJIb30BAHMS;

- HEOOXOJUMO CTPOro MpPHUIEPKUBATHCA YCTAHOBJICHHBIX MPOLEAYp IO
yBeIOMJIEHHI0 O ciuydasax nopaxeHuss AMC KOMNbIOTEpHBIMU BHpPYCaMH U
MPUHITUIO MEP MO JUKBUIAIMHA MOCIEACTBUM OT UX IPOHUKHOBEHUS,

- CcIeayeT WMETh IUTaHbl obecmeueHus OecrniepeOoitHOW  paboThI
OpraHM3aluu JUIs CJy4aeB BUPYCHOTO 3apaKEHUs, B TOM YHCJIIE IIJIaHBI PE3EPBHOTO
KOMHUPOBAHUS BCEX HEOOXOJMMBIX NAHHBIX M MPOTPAMM U UX BOCCTAHOBIICHUSI.
Otn  Mepbl  0COOEHHO  BaXHBI JJI1  CETEBBIX  (PAMJIOBBIX  CEPBEPOB,
MOJIJICPKUBAIOIIHNX OOJIBIIIOE KOJIMYECTBO pabOUNX CTAHITUH.
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B pamkax co3maHusi cHCTEMbl aHTHBUPYCHOW 3alIUTHl MH()OPMAIIMOHHBIX
pecypcoB YupexaeHus: HeoOX0AUMO pa3paboTaTh Cleayrolue OpraHu3aluOHHO-
pacmiopsiAuTeNbHbIE 1 HOPMATUBHO-TEXHUYECKUE JOKYMEHTHI:

- Ilonoxenue 00 aHTUBUPYCHOM KOHTpOJE, BKIIOYas OINpe/ecHue
OCHOBHBIX IIeJiell W 00JacTH TPUMEHEHUsS CHCTEMbl AaHTHBUPYCHOW 3aIlWTHI,
TpeOOBaHMS K TIEPCOHANY, CTEIIEHb OTBETCTBEHHOCTH, CTPYKTYPY U HEOOXOIUMBIH
YPOBEHb 3aIIMIEHHOCTH OT BPEAOHOCHBIX MPOTPaMM, CTaTyC U JOJDKHOCTHEIC
0053aHHOCTH COTPYIHUKOB
JIOJ>KHOCTHBIE MHCTPYKIMHM aAMHHHCTPATOPOB M COTPYAHHMKOB O€30MacHOCTH,
KOTOPBIE JIOJDKHBI BKITIOYATh:

o [lopsimok yCTaHOBKM H HACTPOMKM CPEICTB AHTHUBUPYCHOU
3alUThI;

o [Topsimok skcIuryaTalnii CpeACTB AHTUBUPYCHOM 3alUTHI, B T.Y.
ob6Hosnienue [10, MOHUTOPUHT U YIIpaBIICHUE;

o [Topsinok nercTBUS B IEPUO]T BUPYCHBIX SMTUIEMHUM;

o [Topsinox neucTBUA MPU BO3HUKHOBEHWM BHEIITATHBIX CUTYalUH,
CBSI3aHHBIX C pa0OTOCTIOCOOHOCTHIO CPEICTB AaHTUBUPYCHOM 3aIIIUTHI,

o [Topsinok nercTBUs AJ1s1 YCTPAHEHUS MOCIEICTBUM 3apaKCHUU.

o TexXHOJIOrn4ecKue HHCTPYKIUHN

5.8. MeponpusitTusi mo OOHAPY:KEHHMI0 KOMIBIOTEPHBLIX aTaKk Ha
HH(OPMALMOHHBbIE  pecypchl H  TeJeKOMMYHUKAIMOHHbIE  CHCTEMBI
Yupexknenus

OcHoBoIOIararoNMMH TPEOOBAHUAMHU K CUCTEME OOHAPYKESHUS
KOMIIBIOTEPHBIX aTak Ha UH(POPMAIMOHHBIE PECYPChI M TEIEKOMMYHUKAIIHOHHBIE
CUCTEMBI YUPEKICHUS SIBIISIOTCS

- cucreMa OOHapy)XeHUS  KOMIBIOTEPHBIX aTaKk JOJDKHA  OBITh
cepTU(UIIPOBAHA;

- cucreMa OOHapy)XeHHS KOMIBIOTEPHBIX aTaK JOJKHA OBITh CIOCOOHA
BBISIBIISITh ~ aTaKW, HAmNpaBlICHHbIE Ha HapylleHWe KOH(HUICHIIMATbHOCTH,
[[EJIOCTHOCTH M IOCTYITHOCTH WH(OPMAITMOHHBIX PECYPCOB.

Cucrema oOHapy>XKeHUSI KOMITBIOTEPHBIX aTaK JOHKHA 00eCTIeUnBaTh
BO3MOXHOCTH BBITIOJTHEHUS CIEAYIONINX OCHOBHBIX (DYHKITHIA:

- BBIABJICHHE WHGOPMAIMOHHBIX aTaKk Ha MPHUKIAJHOM YpPOBHE CTEKa
TCP/IP mocpencTBoM aHanmm3a MakeToOB aHHBIX, epeaaBaeMbix B UTKC;

- ONOKMPOBAaHWE IMAKETOB JAHHBIX, HAPYIIAIOMUX 3aJaHHYIO TOJUTUKY
0e301acHOCTH;

-  MOHHTOPHHT TpaduKa, MUPKYIUPYIOMETO0 HA CETEBOM, TPAHCIIOPTHOM H
MPUKIATHOM YPOBHSIX MOJICIIA B3aUMOJICUCTBHSI OTKPBITBIX CUCTEM;

- BBISBJICHHE aHOMAJIUH CETEBOTO Tpaduka;

- OMOBEIIeHUE aAMUHUCTpaTOpa 0e30macHOCTH 00 OOHAPYKEHHBIX aTaKax
WM aHOMAJTUSIX CETEBOTO Tpaduka.
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5.9. MeponpusiTusi 10 COBEPHICHCTBOBAHUI0 OPraHM3aLMOHHO-
IITATHOM CTPYKTYpPbl NOApPa3fejieHUi, OTBEeYalUUX 32 olecrnmeyeHue
HHGOPMALMOHHOI 0€30IIACHOCTH Y YpesKIeHUA

OcCHOBHBIE MEPONIPUATHS IO COBEPIIEHCTBOBAHNUIO OPTraHU3allMOHHO-
IITATHOM CTPYKTYPBI MOAPA3ACIICHUNA 3alIUThl HH(OPMAIIIH:

- OCHAIIEHUE MPOTPAMMHO-TEXHUYECKUMH CPEACTBAMU I MPOBEICHUS
KOHTpOJsA cocTtosiHusA b B Yupexnenus

- MpOBEJACHUE  MEPONPHUSATHH MO  NOBBILIEHUIO  KBaNU(UKALUU
COTPYAHUKOB.

5.10. MeponpusTus 10 NOBbLIIIEHUI0 KBAJIN(PUKAIMHA CTIEIHATNCTOB B
o0JiacTH 32l THI HH(pOpPMaLUHU

[lonroToBka W  TEPEeNoOAroTOBKA  MOJb30BaTENe M CHELHMAIMCTOB
YupexaeHusi 1o 3amute HHPopMaIu TpeOyeT co3JaHhe CHCTEMbI MOBBIIICHUS
YPOBHSI TEXHUYECKOW T'PaMOTHOCTH M HWH(POPMUPOBAHHOCTH IOJIb30BATEICH B
obrmactu  WHPOPMAIIMOHHOW  0E30MacHOCTH, a TaKXkKe TMEePEernoJrOTOBKH
CHEIUANNCTOB MO 3almuTe HHpopMauuu. s 3Toro HeEoOXOAMMO pPErysspHO
NPOBOJUTh TPEHUHTH JJI TIEpCOHAla W  KOHTPOJIb TOTOBHOCTH HOBBIX
COTPYIHHKOB IO MPHUMEHEHWIO TpaBWil HHOOPMAIMOHHOW 3alllUThI, a TaKXkKe
HNEPUOJUYECKH OCYLIECTBIATh IEPENOArOTOBKY CHELMAIUCTOB IMOJpa3aeaeHuil
3anuThl MHpopManuu. OCOOEHHO Ba)KHO NMPOBOAUTH TPEHUHTU NPH U3MEHEHUH
KOHQUrypauuu HH(POPMALMOHHONW CUCTEMBI (BHEAPEHUM HOBBIX TEXHOJOTHH U
OPUKIAAHBIX ~ aBTOMATU3UPOBAaHHBIX  CHUCTEM,  CMEHBbl  00OpynOBaHUS,
OIEepallMOHHOM CUCTEMBbI, KJIIFOUEBBIX MPUIIOKEHUHN, IPUHIATUH HOBBIX MPaBUII WU
UHCTPYKIIUN U T.]I.)

5.11. MeponpusiTusi 10 BHYTPEHHeMY AayAuTy HHPOPMANUOHHBIX
cucTeM YUpeKaeHUus

BuyTtpennuit ayauT nHOOpMaIMOHHBIX CUCTEM Y UPEKICHUS MPOU3BOIUTCS
COTPYIHUKaMH, OTBETCTBEHHBIMH 3a WH(GOPMAIMOHHYI0 0€30MacHOCTb, IIO
PACHOPSKEHUIO PYKOBOAMTENS YupexkJIeHus. CpoKM M pPEeXUM MPOBEACHUS
BHYTPEHHETO ayJIUTa YCTAHABIUBAIOTCS PYKOBOJUTEIEM Y UPEKIACHUS.

[leqpt0 BHYTpEHHEro ayauTa sBJISAETCS OLEHKA TEKYLIEr0 COCTOSIHUA
cuctemsl nHGopmanmonHoi 6ezonacuoct UTKC, pazpaboTka mim akTyanu3anus
OpPraHW3allMOHHBIX W TEXHUYECKUX TpeOOBaHUU K cucTeMe HHGPOPMAIMOHHON
0e30macHOCTH YUpEeKICHHsI, MPOTHO3WPOBAHUE HA OCHOBE JTOTO TPeOyeMbIX
3aTpaT Ha €€ MOoJAJIepKaHue U MOAEPHU3ALUIO.

TpeboBanus kK cucteMe HHOOPMAIIMOHHONW 0€30MaCHOCTH pa3padaThIBAIOTCS
Ha OCHOBE aHansa CYLIECTBYIOIINX yIpo3 uH()OPMAITMOHHO-
TEJIEKOMMYHHKAIIHOHHOM CUCTEMBI,  HMJICHTU()HUKAIMU  CYMIECTBYIOIINX
ySI3BUMOCTEN U OLIEHKU BEJIMYMHBI BOBMOXKHOTO yiiiepoa.

PesynbTaThl ayauTa JOJDKHBI COAEPKATh OTYETHI MO OOECIEUECHHIO
0e30MacHOCTH WMH(OPMAIIMOHHOM CHCTEMBI TOJApA3ACICHUS B LEJIOM WIH €€
JIOTUYECKUX KOMIIOHEHTOB. OnucaHus, BbISIBICHHbIE (PAKTbl U PEKOMEHJALINH,



43

MOJIyYCHHbIE B XOJI€ MPOBEACHMS ayJuTa, JOJKHBI OBITh HCIOJIB30BaHBI IS
JanbHEHIIelH OIIEHKU 3alUIIEHHOCTH HHPOPMALIMOHHON CHCTEMBI.

AyauT TPOBONATCS HE3aBUCHUMO OT COTPYJIHHKOB, OTBETCTBEHHBIX 3a
(GyHKIMOHUpOBaHHE 0O0IIe cucreMbl noaaepkku. HeoOxonumble NpOBEpPKH
MOTYT OBITb OCYIIECTBJIEHbl KaK M3HYTpPH, TaK W H3BHE HHPOPMALUOHHOU
CHUCTEMBI.

KoMmnekcHble TmpoBepkd Mep 10 oOecrneyeHur0 HH()OpManuoHHOU
0€30MacHOCTH MPOBOJATCS HE peXe OJHOro pas3a B roi. OTAeinbHbIE NMPOBEPKU
CHUCTEM Ha NOTCHLUHMAIbHBIE NOBPEKIACHUSA OCYLIECTBIISIIOTCA C NEPUOAUYHOCTBIO,
HEOOXOAMMON Il MOJAep>KaHus  TpeOyeMoro YpOBHS  ONEPaTUBHOCTH
CTATUCTUYECKUX JTaHHBIX.
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